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PURPOSE OF & CHANGES TO
THE HIPAA PRIVACY POLICIES & PROCEDURES 

In accordance with the Administrative Requirements of the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) Privacy Regulations (“regulations” or “rules”), 45 C.F.R. Sub-Part (“Section”) 164.530, the following policies and procedures are designed to comply with the standards, implementation specifications, and other requirements of such sub-part. These policies and procedures have been reasonably designed, taking into account the size and the type of activities that relate to the protected health information (“PHI”) undertaken by the [insert Plan name] (“Plan”) to ensure compliance with 45 C.F.R. Parts 160 & 164.

In accordance with Section 164.530(i)(2), the Plan will change its policies and procedures as necessary and appropriate to comply with changes in the law, including the standards, requirements, and implementation specifications of such sub-part. When the Plan changes a privacy practice that is stated in its privacy notice described in Section 164.520, and makes corresponding changes to its policies and procedures, it may make the changes effective for PHI that it created or received prior to the effective date of the notice revision.
Whenever there is a change in the law that necessitates a change to the Plan’s policies and procedures, the Plan will promptly document and implement the revised policy or procedure.  If the change in law materially affects the content of the notice required by Section 164.520, the Plan will promptly make the appropriate revisions to the notice in accordance with Section 164.520(b)(3). To implement a change, the Plan will: (a) ensure that the policy or procedure, as revised to reflect a change in the Plan’s privacy practice as stated in its notice, complies with the standards, requirements, and implementation specifications of such section; (b) document the policy or procedure, as revised; and (c) revise the notice as required by Section 164.520(b)(3) to state that the changed practice and make the revised notice available as required by Section 164.520(c). The Plan will not implement a change to a policy or procedure prior to the effective date of the revised notice and will distribute a revised notice to plan participants within 60 days of a material change.

The Plan will maintain these policies and procedures in written or electronic form for six years from either the date they were created or the date when they were last in effect, whichever is later. If the regulations are changed by the U.S. Department of Health and Human Services (“HHS”), the Plan will follow the revised rules.

BREACH NOTIFICATION
Policy Statement: It is the Plan’s policy to protect against the unauthorized acquisition, access, use, or disclosure of unsecured PHI which compromises the security or privacy of such information. Should there exist an unauthorized acquisition, access, use, or disclosure of unsecured PHI which compromises the security or privacy of such information, it is the Plan’s policy to notify affected individuals in accordance with the requirements of the Final Omnibus Rule, which was published in the Federal Register on January 25, 2013. 

Policy Effective Date: September 23, 2013
Procedure: 

1.
Determine whether a Privacy or Security “breach” has occurred. 
All breach analyses will be documented on a “[INSERT PLAN NAME] Privacy & Security Incident Report Form.”

A “breach” is defined as: 

a. The acquisition, access, use, or disclosure of PHI in a manner that does not comply with the Privacy Rule; and 

b. Which compromises the security or privacy of such information. 

An acquisition, access, use or disclosure of PHI in a manner not permitted under the Privacy Rule is presumed to be a Breach unless the covered entity or business associate, as applicable, demonstrates that there is a low probability that the PHI has been compromised based on a risk assessment of at least the following four factors:

a.
The nature and extent of the PHI involved, including the types of identifiers and the likelihood of re-identification;

b.
The unauthorized person who used the PHI or to whom the disclosure was made;

c.
Whether the PHI was actually acquired or viewed; and

d.
The extent to which the risk to the PHI has been mitigated.

The details of the risk assessment process are described in paragraph 2, below. 
“Unsecured PHI”: PHI (PHI transmitted or maintained in any form or medium, including electronic, paper, or oral form) that is not rendered unusable, unreadable, or indecipherable to unauthorized persons through the use of a technology or methodology specified in the applicable Federal Technology Guidance (as outlined in Appendix “A”).

NOTE: If the Plan implements the specified technologies and methodologies safe harbors as outlined in Appendix “A” with respect to PHI, it is not required to provide notifications under Federal law in the event of a “breach” of such information- that is, the information is not considered “unsecured” in such cases. If the Plan does not implement these safe harbor technologies and methodologies, then the Plan must follow the breach and resulting notification rules below. 
The Plan is required to DOCUMENT whether there has been an impermissible use or disclosure of unsecured PHI.
2.
Determine whether there is a breach of PHI and perform a risk assessment to determine notice obligations. 

The Plan will first analyze whether the unauthorized acquisition, use or disclosure falls within one of the three exceptions to the breach/notice requirements as set forth below:

a. The unauthorized access or use of PHI is unintentional in nature and made by a workforce member or individual acting under authority of the Plan (acting on its behalf) if made in good faith and within the course and scope of employment or other professional relationship with the Plan, and such information is not further accessed or disclosed in a manner not permitted under the Privacy regulations. 

b. An inadvertent disclosure by an individual who is authorized to access PHI at the Plan, or the Plan’s business associate, to another person authorized to access PHI at the Plan or the same business associate, or organized health care arrangement in which the Plan participates, as long as the PHI is not further disclosed in a manner that violates the Privacy Rule. 

c. A disclosure of PHI where the Plan or a business associate (if applicable) has a good faith belief that an unauthorized person to whom the disclosure was made would not reasonably have been able to retain such information. For example, a health plan sends EOBs to the wrong individuals, and the EOBs are returned by the post office, unopened, as undeliverable. 

With respect to the three (3) exceptions discussed above, the Plan has the burden of proof for showing why an exception applies. The Plan will DOCUMENT why the use or disclosure falls under the exceptions.
If no exception applies, the Plan will perform a “risk assessment” to determine whether there is a low probability that the PHI has been compromised as a result of the impermissible use or disclosure. 

In determining whether there is a low probability that the PHI has been compromised, the Plan will consider the following factors:

a.
The nature and extent of the PHI involved, including the types of identifiers and the likelihood of re-identification (consider the type of PHI involved and the impermissible use or disclosure, such as whether the disclosure involved information of a more sensitive nature: SSN, diagnosis, credit card information, medication, treatment history, etc.);

b.
The unauthorized person who used the PHI or to whom the disclosure was made (for example, there is more risk if it was an unknown person than if it was another covered entity or business associate who is also subject to HIPAA);

c.
Whether the PHI was actually acquired or viewed (for example, an EOB is sent to the wrong individual, but returned unopened or a lost laptop is recovered and forensic analysis shows that no PHI has been accessed, viewed, acquired, transferred or otherwise compromised); and

d.
The extent to which the risk to the PHI has been mitigated (for example, if PHI is accidentally sent to the wrong physician’s office and the physician calls and informs the Plan that it received such information in error and certifies that it has been destroyed).
The risk assessment should be fact-specific. 

If it is determined that there is a low probability that the information has been compromised, then no breach has occurred and no notification is required.
The Plan and its Business Associates  (as applicable) will DOCUMENT their risk assessments, so that they  can demonstrate to HHS, if necessary, that no breach notification was required following an impermissible acquisition, use or disclosure of PHI. This documentation will be maintained by the Plan for six years.
3.
Determine when a breach is considered “discovered.”  

A breach is considered “discovered” as of the first day when the incident becomes known, or by exercising reasonable diligence would have been known to the Plan, not when the Plan (or one of its business associates) concludes its analysis of whether the facts constitute a breach, and not when the investigation of the incident is complete (even if it is unclear whether the incident constitutes a breach).  

Knowledge of a breach starts the clock in terms of the period of time the Plan has to make the notifications to affected individuals. 
The Plan is deemed to have knowledge of a breach if such breach is known, or by exercising reasonable diligence, would have been known to any person, other than the person committing the breach, who is a workforce member or agent of the Plan. 

4.
Provide breach notifications to individuals affected by the breach.

Following the Discovery of a Breach of Unsecured PHI: The Plan will notify each individual whose unsecured PHI has been, or is reasonably believed to have been, inappropriately accessed, acquired, used or disclosed as a result of such breach.

When Notifications are Required: “Without unreasonable delay,” but no later than 60 calendar days after discovery of the breach. 

An investigation of a possible breach incident cannot take an unreasonable amount of time- if the Plan learns of a breach but unreasonably allows an investigation to lag for 30 days for example, this would constitute “unreasonable delay.” 

If a business associate is acting as an agent of the Plan, then the business associate’s discovery of the breach will be imputed to the Plan- so the Plan will, in such a case, provide breach notifications based on the time the business associate discovers the breach, not from the time the business associate notifies the Plan. 

If a business associate is an independent contractor of the Plan (the typical case), then the Plan will provide the breach notifications based on the time the business associate notifies the Plan of the breach.
The Plan will maintain a log of breaches of unsecured PHI discovered during the calendar year and report such information annually, within 60 days of the close of the calendar year, to the Secretary of HHS as required by section 164.408. The Plan will maintain the log and documentation of HHS reporting for a period of six years.

5.
Determine the methods of notice to affected individuals. 

The methods of notice to affected individuals are as follows:

a. Written notice to the individual (or next of kin or personal representative if deceased, or if the individual lacks legal capacity due to a physical or mental condition, or being a minor- notice to the parent or other person who is the personal representative of the individual) at the last known address by 1st class mail (or e-mail if specified by the individual).

b. If insufficient or out-of-date contact information, or if some notices are returned undeliverable, substitute notice- in the case of 10 or more individuals for which there is insufficient contact information, conspicuous posting on the home page of the Plan’s web site (for 90 days) {if applicable} or notice in major print or broadcast media. This substitute notice requires the Plan to have a toll free phone number, active for 90 days, where an individual can learn whether his or her PHI may be included in the breach and to include the number in the notice. If there are fewer than 10 individuals for whom the Plan has insufficient or out of date contact information, the Plan may provide substitute notice through an alternative form of written notice, by telephone, or other means (e.g., by e-mail). 

c. If deemed to be urgent, notice by telephone or other method is permitted in addition to (but not in lieu of) the above methods.

d. If the breach affects or is reasonably believed to affect 500 or more individuals within any one state or jurisdiction, notice to “prominent media outlets” (not defined in the regulations, but would include television and newspaper) within the state or jurisdiction- county, city, or town (i.e., by press release). This method of notice is intended to supplement, not substitute for, individual or substitute notice. Notice to the media must include the same content for notification to individuals.  

e. Notice to HHS immediately (concurrently with the notification sent to the individual) for breaches involving 500 or more individuals. For breaches involving less than 500 individuals- annual notice to HHS is required (the Plan must maintain a log of breaches and annually submit the log to HHS documenting the breaches discovered during the preceding calendar year)- due before March 1 of each calendar year. The on-line instructions for submitting both notifications to HHS are found at:

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html. 

6.
Content of the notice to affected individuals.

The notice to affected individuals must be written in plain English and must include all of the following: 

a. a brief description of what happened- including date of the breach, and date of discovery of the breach, if known; 

b. a description of the types of unsecured PHI that were involved in the breach (name, Social, etc.);

c. the steps individuals should take to protect themselves from potential harm as a result of the breach; 

d. a brief description of what the Plan is doing to investigate the breach, to mitigate harm to the individual, and to protect against further breaches; and

e. the contact procedures for individuals to ask questions or learn additional information, which must include a toll-free number, an e-mail address, web site, or postal address. 

The Plan has the burden of proof to demonstrate that all required notifications have been provided or that a use or disclosure of unsecured PHI did not constitute a breach.

The Plan will maintain documentation that all required notifications are made for a period of six years. 

7.
Business Associates. 
The Plan’s business associates must notify the Plan when they discover a breach and identify for the Plan the individual(s) whose unsecured PHI has been, or is reasonably believed to have been, breached, so that the Plan (or the business associate, as the case may be defined in the business associate agreements) can notify affected individuals. 

When a breach is considered discovered by the business associate: A breach is treated as discovered by a business associate as of the first day on which the breach is known to the business associate, or by exercising reasonable diligence, would have been known to the business associate.

A business associate is deemed to have knowledge of the breach if the breach is known, or by exercising reasonable diligence would have been known, to any person, other than the person committing the breach, who is an employee, officer, or other agent of the business associate. 

When a business associate is required to notify the Plan of a breach: Generally, a business associate must provide notice of a breach to the Plan “without unreasonable delay” and in no case later than 60 days following the discovery of a breach, unless modified under the existing Business Associate Agreement.  

Information that a business associate must provide to the Plan: 

A business associate must provide the following to the Plan (or other additional information as provided for in the existing business associate agreement):

a. to the extent possible, the identity of each individual whose unsecured PHI has been, or is reasonably believed to have been, breached; and

b. any other available information that the Plan is required to include in the notification to the individual, either at the time it provides notice to the Plan of the breach or promptly thereafter as information becomes available (a business associate should provide this information even if it becomes available after notifications have been sent to affected individuals or after the 60 day period). 

Depending upon the circumstances, business associates may provide the Plan with immediate notification of the breach, and then follow up with the required information when available, but “without unreasonable delay” and within 60 days. 

Business associate contracts: Existing business associate agreements will take into account the requirements of the HIPAA Final Omnibus Rule.  

8.
New York State Information Security Breach and Notification Act.
New York State has its own, similar breach notification law that must be complied with, in addition to the Federal Breach Notification Rules - the “New York State Information Security Breach and Notification Act.” 

Though in typical cases, compliance with the Federal rules should satisfy the New York State rules, nonetheless, each situation has to be looked at separately for compliance with both the State and Federal Rules.

An additional requirement under the New York State rules is that when breach notification is necessary, the Plan must also notify three (3) New York State offices: the NYS Attorney General (AG), the NYS Office of Cyber Security & Critical Infrastructure Coordination (CSCIC) and the Consumer Protection Board (CPB).  

Information on New York State’s Information Security Breach and Notification Act can be found at Appendix “B” and at http://www.cscic.state.ny.us/security/securitybreach/.

Any contrary provisions of the New York State Information Security Breach and Notification Act will be preempted by the Federal Breach Notification rules. The New York State Information Security Breach and Notification Act will be considered “contrary” only if the Plan would find it impossible to comply with both it and Federal requirements, or if it stands as an obstacle to the accomplishment and objectives of the Federal Breach Notification provisions.

9.
Law Enforcement Delays.
If a law enforcement official determines that notification, notice, or posting required under the rules would impede a criminal investigation or damage national security, then such notification, notice or posting has to be delayed. So, the Plan would have to temporarily delay notifications if instructed by a law enforcement official to do so. 
[Insert name of Plan]’s PRIVACY & SECURITY INCIDENT REPORT FORM
Name and title of person preparing this report: 
Date of report: 

Name and title of person reporting the incident: 

Date and time of privacy/security incident: 

	Type of privacy/security incident (check the appropriate box):

	__  Unauthorized access 
	__  Network penetration/intrusion

	__  Unauthorized use or disclosure
	__  Misdirected e-mail containing ePHI

	__  Unauthorized modification of data
	__  Improper equipment disposal

	__  Theft of equipment
	__  Log-in discrepancies

	__  Loss of equipment
	__  Backup failure

	__  Unattended workstation
	__  Data entry errors

	__  Software malfunction
	__  Other:   

	__  System failure
	

	__  Malicious software (virus, Trojan  

      Horse, worm, etc.)
	

	Provide a brief description of the privacy/security incident including persons and equipment involved:



	Description of response:



	Summary (including outcome of response to privacy/security incident with description of mitigation of harm caused if applicable):

Risk assessment. An acquisition, access, use, or disclosure of PHI in a manner not permitted by the Privacy Rule is presumed to be a breach and must be reported unless the Covered Entity demonstrates that there is a low probability that the PHI has been compromised based on a risk assessment of at least the factors listed below. (Note: You MUST document your consideration of ALL of the factors listed below.)
Factor 1. Consider the nature and extent of the PHI involved, including the types of identifiers (and the likelihood of re-identification if the PHI is de-identified). (Consider whether the more sensitive financial information was involved, such as credit card numbers, social security numbers, or other information that increases the risk of identity theft or financial fraud. For clinical information, this may involve consideration of not only the nature of the services (mental health, STD, cosmetic surgery) but also the amount of detailed clinical information involved (diagnosis, medication, medical history, test results). 

Consider whether the PHI could be used in a manner adverse to the patient or to further the unauthorized recipient’s own interests. Describe the PHI involved, including identifiers and 
likelihood of re-identification (if the PHI is de-identified): ______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Consider whether PHI could be used in a manner adverse to the individual or to further the unauthorized person’s interests: ___________________________________________________ ______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Factor 2. Consider the unauthorized person who used or received the PHI. (This factor must be considered if the PHI was impermissibly used within the Covered Entity as well as when the PHI is disclosed outside of the Covered Entity. Consider whether this person has legal obligations to protect the information - for example, is the person a covered entity required to comply with HIPAA, or a government employee or other person required to comply with other privacy laws? If so, there may be a lower probability that the PHI has been compromised. Also consider if the unauthorized person has the ability to re-identify the information.) 

Describe who used or received the PHI, whether they have legal obligation to protect the PHI,
and whether they can re-identify the PHI (if the PHI is de-identified): ______________________

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
Factor 3. Consider whether the PHI was actually acquired or viewed. (If electronic PHI is involved, this may require a forensic analysis of the computer to determine if the information was accessed, viewed, acquired, transferred, or otherwise compromised.) Describe whether the PHI was actually acquired or viewed (attach report from a computer forensic analyst, if one was obtained):_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Factor 4. Consider the extent to which the risk to the PHI has been mitigated — for example, as by obtaining the recipient’s satisfactory assurances that the PHI will not be further used or disclosed (through a confidentiality agreement or similar means) has been completely returned, or has been/will be destroyed. (The Covered Entity should consider the extent and efficacy of the mitigation when determining the probability that the PHI has been compromised. OCR notes that this factor, when considered in combination with the factor regarding the unauthorized recipient, may lead to different results in terms of the risk to PHI. For example, the Covered Entity may be able to obtain and rely on the assurances of an employee, affiliated entity, business associate, or another covered entity that the person destroyed the information. However, such assurances from other third parties may not be sufficient.) 

Describe risk mitigation steps taken:________________________________________________

____________________________________________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Factor 5. Describe any other relevant factors (write “none” if appropriate): _________________

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Based on the foregoing factors, is there a low probability that the PHI has been compromised? ‰ 

□    Yes (there is a low probability), thus No breach reporting required under HIPAA. �

□    No (there is not a low probability; there is a higher probability) thus breach reporting is required

       under HIPAA.



GENETIC INFORMATION
Policy Statement: It is the Plan’s policy to consider genetic information as PHI in accordance with GINA. 

Policy Effective Date: September 1, 2009
Procedure: 

1. Definitions.

“Genetic information” is information about an individual’s genetic tests (an analysis of human DNA, RNA, chromosomes, proteins or metabolites and genotypes, mutations or chromosomal changes) or the genetic tests of family members, the manifestation of a disease or disorder in family members of an individual (family medical history), or any request of or receipt by an individual or family members of genetic services (genetic test, genetic counseling or genetic education). 

“Underwriting purposes” means: (a) rules for, or the determination of, eligibility for, or determination of, benefits under the Plan, coverage or policy; (b) the computation of premium or contribution amounts under the Plan, coverage or policy; (c) the application of any pre-existing condition exclusion under the Plan, coverage or policy; and (d) other activities related to the creation, renewal, or replacement of a contract of health insurance or health benefits. 
2. GINA.

Though the Plan does not intend to use or disclose (or have access to) an individual’s genetic information, the Plan is expressly prohibited from using or disclosing PHI that is considered genetic information about an individual for underwriting purposes as it relates to Payment and Health Care Operations. 

The Plan cannot use genetic information about an individual for underwriting purposes, even with the individual’s authorization.

DESIGNATION OF PRIVACY OFFICIAL

Policy Statement: In accordance with Section 164.530(a), the Plan will designate a Privacy Official who is responsible for the development and implementation of the Plan’s policies and procedures.  
Procedure: The Plan will designate [insert Privacy Official’s name] as the Plan’s Privacy Official. The Plan will also designate a contact person who is responsible for receiving complaints and who is able to provide further information about matters covered by the Plan’s privacy notice. The Privacy Official and the contact person may be the same person. The Privacy Official is generally responsible for coordinating the policies and procedures and monitoring and deciding any issues that occur under the regulations.

Essential Functions:

The Privacy Official is responsible for:  
a. implementing the regulations applicable to the Plan
b. serving as the designated decision maker for issues and questions involving interpretation of the regulations in coordination with Plan Counsel
c. making sure that legal issues are addressed and keeping up to date with the latest privacy developments
d. developing the overall policies and procedures
e. developing employee training programs
f. setting up a complaint process and sanctions
g. publishing and distributing the privacy notice
h. setting up structures to ensure individual rights
i. ensuring that legal issues in drafting compliance documents are addressed, including amendments to plan documents, negotiating business associate contracts, and developing authorizations
j. auditing and monitoring (establishing programs to audit and monitor business associates and internal privacy compliance), inventorying, and tracking the uses of all PHI (tracking the releases of PHI that are not for purposes of treatment, payment, or health care operations)
k. developing and implementing appropriate firewalls between the Plan Sponsor and the Plan.   

TRAINING

Policy Statement: In accordance with Section 164.530(b) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to train all Plan Trustees and employees on the policies and procedures regarding PHI, as necessary and appropriate for the employees to carry out their function with the Plan, as well as policies and procedures concerning the use or disclosure of PHI. Training shall also cover the Health Information Technology for Economic and Clinical Health Act of 2009 (HITECH) revisions to HIPAA and the requirements of the Final Omnibus Rule, which was published in the Federal Register on January 25, 2013.
Procedure: 
a. The Plan will provide training to all of its Plan Trustees and employees. The training will include a discussion of the prohibited uses and disclosures of PHI, as well as any sanctions that may be imposed against Plan Trustees and employees who violate the Plan’s policies and procedures.
b. Each new Plan Trustee and employee will be trained within a reasonable time after appointment or employment.

c. The Plan will re-train Plan Trustees and employees as necessary to comply with the requirements of HIPAA.

d. Each Plan Trustee and employee will be given their own copy of the Plan’s written policies and procedures and a copy of the Plan’s privacy notice.

e. Each Plan Trustee and employee will certify that they have completed the initial privacy training by reading and signing the Plan’s Trustee and employee training certification form. 
ADMINISTRATIVE, TECHNICAL & PHYSICAL SAFEGUARDS

Policy Statement: In accordance with Section 164.530(c) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to have in place administrative, technical, and physical safeguards to protect the privacy of PHI. The Plan will reasonably safeguard PHI from any intentional or unintentional use or disclosure that is in violation of the standards, implementation specifications, or other requirement of the regulations. The Plan will establish appropriate procedures for administrative, technical, and physical safeguards to ensure the security of PHI and prohibit access to PHI by anyone other than those individuals specifically authorized to have access to PHI.
Procedure: 
NOTE: THIS SECTION SHOULD BE WRITTEN PURSUANT TO THE PLAN’S
OPERATIONS AND ACCORDING TO HOW IT WILL SAFEGUARD PHI
FROM ANY INTENTIONAL OR UNINTENTIONAL USE OR DISCLOSURE.
THEREFORE, THE SUGGESTED INFORMATION BELOW MAY REQUIRE
REVISIONS.

a.
Only Plan Trustees and employees will be given access to Plan records. Other individuals should not enter a storage or office area unless they have a business purpose for doing so. Physical access to Plan records will be strictly controlled for other individuals such as visitors.

b.
The Plan will ensure that private space is available for Plan Trustees’ and employees’ discussions about benefit-related issues. Conversations about individual benefit-related issues by individuals who are not involved in payment or health care operations functions regarding that individual are prohibited. The Plan Trustees and employees will avoid conversations in public areas.

c.
Documents containing PHI will be shredded before disposal.  

d.
The Plan will implement physical safeguards to reasonably prevent threats such as fire and burglary.

e.
Telephone discussions of PHI with individuals, relatives, and service providers should be limited. The Plan will ensure that names are used as little as possible and that medical diagnoses are not discussed. Plan Trustees and employees are prohibited from leaving voice-mail (or other similar device) discussing PHI. 

f.
The Plan will create a disaster recovery program for loss of information. The Plan will create a backup system. The computer system will be backed-up monthly and the information will be stored in a secure area.

g.
Paper claims will be stored in a locked device (such as a filing cabinet) when not in use. No files containing PHI will be left out on a Plan Trustees’ or employees’ desk overnight.

h.
The Plan may purchase a dedicated fax line. In the alternative, the Plan will ensure that a qualified individual monitors the fax for confidential transmissions. Fax machines should be in secure locations and be monitored regularly for incoming documents. Fax machines should be turned off each night (if feasible). All outgoing faxes must have a cover sheet with a confidentiality statement. The Plan will minimize the use of outgoing faxes.  

i.
Plan Trustees and employees will shield computer monitors from the view of individuals who are not authorized to know about the on-screen information. The Plan will ensure that monitors are not located in high-traffic areas.

j.
The Plan will ensure that computer screens are turned off when an individual leaves the area (screens should be automatically turned off if activity does not occur for 10 minutes). 

k. 
Prior to disposal, hard drives of all computers will be erased so that no Plan data remains and none can be recovered by any known recovery method.  
l.
E-mail will only be used for Plan purposes. Any and all electronic transmissions of data will be sent in accordance with the final HIPAA Security Regulations.  
COMPLAINTS

Policy Statement: In accordance with Section 164.530(d) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to provide a process for individuals to make complaints concerning the Plan’s policies and procedures. The Plan will document all complaints received and their disposition (if any). The Plan will accept and investigate complaints of violations of the Plan's policies and procedures from individuals. In addition, the Plan will accept and investigate complaints of violations of the Plan’s policies and procedures from Plan Trustees and employees. The Privacy Official will decide: (a) if there has been a violation of the Plan's policies and procedures; (b) the consequence of the violation; and (c) any remedial action that may be taken. The Privacy Official will document all complaints received as well as the outcome.
Procedure: 
a.
Complaints will be made in writing and can only be made on the Plan’s complaint form. The complaint will be comprised of the following information: (a) the name or position of the party against whom the complaint is made; (b) the nature and substance of the complaint; (c) the date of the perceived violation that is the subject of the complaint; (d) the name and signature of the complainant; and (e) the date of the complaint.

b.
If Plan Trustees and employees receive oral complaints from individuals, they will inform the individual that complaints must be in writing. They will send the individual a complaint form to complete and return to the Privacy Official for review.

c.
As part of the Privacy Official’s review, the Privacy Official will: (a) question the individual, Trustee or Plan employee making the complaint; (b) consider evidence offered on behalf of the party alleged to have violated the policies and procedures; (c) decide if there has been a violation of the policies and procedures; (d) decide if any remedial action is necessary; (e) implement any remedial action necessary; (f) document the remedial action taken; (g) maintain an accurate record of the complaint investigation; and (h) retain written records for six years.

d. 
The Privacy Official will make a disposition of the complaint within 90 days of receipt. 
SANCTIONS FOR VIOLATIONS OF POLICIES & PROCEDURES

Policy Statement: In accordance with Section 164.530(e) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to apply appropriate sanctions against Plan Trustees and employees who fail to comply with the privacy policies and procedures of the Plan. A Trustee or employee who comes into contact with individuals’ PHI will be sanctioned for violating the regulations and the Plan’s policies and procedures. The Privacy Official will determine whether there has been a violation of the regulations. The Privacy Official has discretion to determine appropriate sanctions for violations of the regulations and policies and procedures. Sanctions may include disciplinary action up to and including dismissal.
Procedure: 
a.
All Plan Trustees and employees will report any violations of the regulations and the Plan’s policies and procedures to the Privacy Official.

b.
The Privacy Official will: (a) investigate the perceived violation; (b) question the Plan Trustee or employee reporting the perceived violation; (c) question the Plan Trustee or employee who is perceived to have violated the regulations or policies and procedures; (d) consider applicable evidence; (e) decide whether there has been a violation of the regulations or policies and procedures; (f) determine the appropriate sanction (the Privacy Official has discretion to determine appropriate sanctions); (g) keep a record of the sanctions imposed; and (h) maintain an accurate record of the investigation. 

MITIGATION OF HARMFUL EFFECTS
Policy Statement:  In accordance with Section 164.530(f) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to mitigate, to the extent possible, any harmful effect that is known to the Plan of a use or disclosure of PHI in violation of the policies and procedures or the regulations.
Procedure: In order to mitigate harmful effects, the use or disclosure of PHI that violates the Plan’s policies, procedures, and/or HIPAA must be known to the Plan: the Privacy Official must have been informed of the violation. In the process of mitigating harmful effects, the Plan will take reasonable steps based on: (a) knowledge of the source of the disclosure; (b) how the disclosure might be used to cause harm; and (c) what steps can actually have a mitigating effect in that specific situation.

REFRAINING FROM INTIMIDATING OR RETALIATORY ACTS

Policy Statement: In accordance with Section 164.530(g) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to not intimidate, threaten, coerce, discriminate against, or take other retaliatory action against: (a) any individual for the exercise by the individual of any right under, or for participation by the individual in any process established under the regulations, including the filing of a complaint; (b) any individual or other person for: (i) filing a complaint with the Secretary of HHS; (ii) testifying, assisting, or participating in an investigation, compliance review, proceeding, or hearing under the regulations; or (iii) opposing any act or practice made unlawful by the regulations, provided that the individual has a good-faith belief that the practice opposed is unlawful, and the manner of the opposition is reasonable and does not involve a disclosure of PHI in violation of the regulations.
RECORD RETENTION

Policy Statement: In accordance with Section 164.530(j), it is the Plan’s policy to retain all required documentation, either written or in electronic form, for the current year plus six (6) prior years from either the date it was created or the date it was last in effect, whichever is later.  The Plan will retain the following documentation for the time period described above: (a) the Plan documents; (b) these policies and procedures; (c) all signed authorizations; (d) the privacy notice; (e) documentation regarding individual rights; (f) records of PHI disclosures to non- treatment, payment, or health care operations purposes, which must be made available to an individual for six (6) years after the request date; (g) all individual complaints and their outcome; (h) records of any sanctions imposed on Plan Trustees or employees, agents, subcontractors, or business associates; and (i) business associate contracts.
Procedure: The Plan recognizes that no particular form of record retention is mandated. Nonetheless, the Plan will keep records that are sufficient in detail to provide required information by which documents may be reviewed.

DISTRIBUTION OF PRIVACY NOTICE

Policy Statement: In accordance with Section 164.520(c) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to make the privacy notice available upon request to any covered Individual and will: (a) distribute the privacy notice to all covered individuals no later than April 14, 2003; (b) distribute it to new enrollees at the time of their enrollment; (c) distribute it within 60 days of a material revision to the privacy notice; and (d) no less frequently than once every three (3) years, notify the individuals of the availability of the privacy notice and how to obtain the notice.
Procedure: 
a.
The Plan will mail the privacy notice before April 14, 2003 to all covered individuals.

b.
Once every three (3) years, the Privacy Official will notify all covered individuals that the privacy notice is available.

c.
Within 60 days of a material revision to the privacy notice, the Privacy Official will mail the revised notice to all covered individuals.

d.
If the Plan maintains a website that provides information about benefits, the Privacy Official will ensure that the privacy notice is prominently posted and available on the web site.

e. 
The Plan may send the privacy notice by e-mail to any covered individual who agrees to an electronic notice. In such a case, the Plan will still provide a paper copy of the privacy notice upon request, or if the Plan knows that the e-mail was not received.

f. 
The Privacy Official will maintain a copy of the privacy notice and any revised notices in accordance with the Plan’s record retention policy.

PLAN DOCUMENT AMENDMENT & CERTIFICATION

Policy Statement: In accordance with Section 164.504(f)(2) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to amend the plan documents to incorporate provisions to: 

a.
Establish the permitted and required uses and disclosures of information by the Plan Sponsor, provided that the permitted and required uses and disclosures may not be inconsistent with the regulations; 

b.
Provide that the Plan will disclose PHI to the Plan Sponsor only upon receipt of a certification by the Plan Sponsor that the plan documents have been amended to incorporate the following provisions and that the Plan Sponsor agrees to:
i. not use or further disclose PHI other than as permitted or required by the plan documents or as required by law;

ii.
ensure that any agents, including subcontractors, to whom it provides PHI received from the Plan agree to the same restrictions and conditions that apply to the Plan Sponsor with respect to such information;

iii. not use or disclose PHI for employment-related actions and decisions;

iv. not use or disclose PHI in connection with any other benefit or employee benefit plan of the Plan Sponsor;

v. report to the Plan’s designee any PHI use or disclosure that it becomes aware of which is inconsistent with the uses or disclosures provided for;

vi. make PHI available to an individual based on HIPAA’s access requirements;

vii. make PHI available for amendment and incorporate any PHI amendments based on HIPAA’s amendment requirements;

viii. make available the information required to provide an accounting of disclosures;


ix. make its internal practices, books and records relating to the use and disclosure of PHI received from the Plan available to the Secretary of HHS to determine the Plan’s compliance with HIPAA;

x. ensure that adequate separation between the Plan and the Plan Sponsor is established as required by Section 164.504(f)(2)(iii); and

xi. if feasible, return or destroy all PHI received from the Plan that the Plan Sponsor still maintains in any form and retain no copies of such PHI when no longer needed for the specified disclosure purpose. If return or destruction is not feasible, the Plan Sponsor will limit further use and disclosures to those purposes that make the return or destruction infeasible.

c.
Provide for adequate separation between the Plan and the Plan Sponsor. The plan documents will:

i.
describe the Plan Trustees and employees who receive PHI;

ii.
restrict the access to and use by such Plan Trustees and employees to plan administration functions that the Plan Sponsor performs for the Plan; and

iii.
provide an effective mechanism for resolving any issues of noncompliance.

Procedure: The Plan Sponsor will certify to the Plan or a health insurance issuer (if applicable), that the Plan Sponsor is in compliance with the regulations.

RIGHT TO INSPECT AND COPY PHI

Policy: In accordance with Section 164.524 of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), is the Plan’s policy to permit individuals the right of access to inspect and obtain a copy of PHI about the individual in a designated record set, except as otherwise provided in the regulations. The following information is not available for inspection or copying (requests for access to this information will be denied): (a) psychotherapy notes; (b) information compiled in anticipation of, or for use in, a civil, criminal or administrative action or proceeding; and (c) PHI that was obtained under a promise of confidentiality (other than from a health care provider), where the access requested would be reasonably likely to reveal the source of the information.
The Plan may impose a reasonable cost-based fee for copying PHI or for preparing a summary of PHI. The Plan will provide access to PHI only for as long as the PHI is maintained in a designated record set. A designated record set includes: (a) medical records and billing records about individuals maintained by or for a covered health care provider; (b) enrollment, payment, billing, claims adjudication, and case or medical management record systems maintained by or for a health plan; or (c) other information used in whole or in part by or for the covered entity to make decisions about individuals.  The Privacy Official will be responsible for determining what constitutes the designated record set.

Should the Plan ever maintain PHI in an electronic health record (“EHR”), effective February 17, 2010, HITECH gives individuals the right to obtain a copy of such information in an electronic format, or to direct the Plan to transmit a copy to a designated person or entity. The Plan is limited in what it can charge for a copy of one’s own PHI in an electronic health record – the Plan may only recoup its “labor costs” in accordance with HITECH. 

Procedure:
a.
A covered individual or a personal representative of such individual may request the right to inspect and/or copy PHI pertaining to the covered individual in a designated record set.

b.
If the Plan grants the request to inspect and copy, in whole or in part, the Plan will inform the individual of acceptance of the request and will provide access no later than 30 days following receipt of the request (or no later than 60 days following receipt of the request if PHI is not maintained or accessible by the Plan Trustees or employees). Within the applicable time, the Plan will set up a mutually convenient time for the individual to inspect or obtain a copy of PHI (or will mail a copy of PHI at the individual’s request). If the Plan is unable to provide PHI within the applicable time, the Plan will extend the applicable time by no more than 30 days. If the Plan extends the applicable time, it will provide the individual with a written statement of the reasons for the delay and the date by which the Plan will provide the PHI. The Plan is permitted only one extension of time. 
c.
The Plan will provide access to PHI in the form or format requested, if it is readily producible in such form or format. If not, it will provide a readable, hard-copy form or such other form or format as mutually agreed to. The Plan may however, provide a summary of PHI in lieu of providing access to PHI, or may provide an explanation of PHI to which access has been provided if the individual agrees in advance to such summary or explanation and the individual also agrees in advance to any fees associated with providing such summary or explanation.  

d.
The Plan will deny the request to inspect and copy in certain, very limited circumstances. The individual will not be permitted to access information compiled in anticipation of, or for use in, a civil, criminal, or administrative action or proceeding. If the Plan denies the request, in whole or in part, it will provide a written denial no later than 30 days following receipt of the request (or no later than 60 days following receipt of the request if PHI is not maintained or accessible by the Plan Trustees or employees). If the Plan is unable to provide a written denial within the applicable time, the Plan will extend the applicable time by no more than 30 days. If the Plan extends the applicable time, it will provide a written statement of the reasons for the delay and the date by which the Plan will provide the written denial. The Plan is permitted only one extension of time.  

e.
In the written denial, the Plan will provide the individual with: (a) the basis for denying the request; (b) a statement of review rights and how the individual may exercise those review rights (if applicable); and (c) a description of how the individual may formally complain to the Plan pursuant to the complaint procedures or to the Secretary of HHS. The individual has limited review rights under the regulations. The denial may be reviewed if the grounds for the denial involve the following situations: (a) a licensed health care professional has determined that access to PHI is reasonably likely to endanger the life or physical safety of the individual or another person; (b) the PHI makes reference to another person (who is not a health care professional) and a licensed health care professional has determined that the access requested is reasonably likely to cause substantial harm to such other person; or (c) the request for access is made by a personal representative and a licensed health care professional has determined that the personal representative’s access is reasonably likely to cause substantial harm to the individual or another person. In these situations, the individual will have the right to have the denial reviewed by a licensed health care professional who the Plan designates to act as a reviewing official and who did not participate in the original decision to deny the request. The Plan will promptly refer the request for review to the reviewing official. The reviewing official will make a determination, within a reasonable period of time, whether or not to deny the request. The Plan will then promptly provide written notice of the reviewing official’s decision.  

f.
If the Plan denies the request, in whole or in part, it will, to the extent possible, give access to any other PHI requested, after excluding the PHI as to which access was denied. But, if the Plan does not maintain requested PHI and it knows where it is maintained, the Plan will inform the Individual where to direct the request for access.

g.
A request to inspect and or copy PHI must be made on a form provided by the Plan Trustees. All requests are subject to the Plan's verification policy.  

h.
If a personal representative makes the request, there must be a proper authorization on file pursuant to the Plan's recognition of personal representative policy.

i.
The Plan will document the designated record set that is subject to access by individuals.  

RIGHT TO AMEND PHI
Policy: In accordance with Section 164.526 of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to permit individuals the right to have the Plan amend PHI or a record about the individual in a designated record set for as long as the PHI is maintained in the designated record set. If the Plan does not agree to amend the PHI, the individual has the right to submit a written statement disagreeing with the denial and explaining the basis for the disagreement. The Privacy Official may then issue a rebuttal statement.
Procedure: 
a.
A covered individual or a personal representative of such individual may request that the Plan amend PHI pertaining to the individual. The PHI must be in a designated record set maintained by the Plan.

b.
A request to amend PHI must be made on a form provided by the Plan Trustees. All requests are subject to the Plan's verification policy.  
c.
If a personal representative makes the request, there must be a proper authorization on file pursuant to the Plan's recognition of personal representative policy.

d.
If the Plan grants the request for amendment, in whole or in part, it must act on the request no later than 60 days after it was received. If the Plan is unable to act on the request within this time, it may extend this time by no more than 30 days. If the Plan extends this time, it will provide a written statement of the reasons for the delay and the date by which it will amend the PHI. The Plan is permitted only one extension of time. Within the applicable time, the Plan will inform the individual that the amendment has been accepted and will obtain the identification of and agreement to have the Plan notify the relevant persons or entities with which the amendment needs to be shared. The Plan will make a reasonable effort to inform and provide the amendment within a reasonable time to persons or entities who the individual identifies as having received PHI needing the amendment and persons or entities that the Plan knows has the PHI that is the subject of the amendment and that may have relied or could rely on the information to the individual’s detriment.  
e.
The Plan may deny the request for an amendment if it is not in writing or does not include a reason to support the request. In addition, the Plan may deny the request if the individual asks the Plan to amend information that: (a) is not part of the PHI kept by or for the Plan; (b) was not created by the Plan, unless the person or entity that created the information is no longer available to make the amendment; (c) is not part of the information which would be permitted to be inspected and copied; or (d) is accurate and complete. If the Plan denies the request for amendment, in whole or in part, it must do so no later than 60 days after receipt. If the Plan is unable to act on the request within this time, it may extend this time by no more than 30 days. If the Plan extends this time, it will provide the individual with a written statement of the reasons for the delay and the date by which it will act on the request. The Plan is permitted only one extension of time.  

f. Within the applicable time, the Plan will provide a written denial. In the written response, the Plan will provide: (a) the basis for the denial; (b) a statement that the individual has a right to submit a written statement disagreeing with the denial (the individual can submit a written statement of disagreement of all or part of a requested amendment and the basis for the disagreement; the Plan may however, limit the length of the statement); (c) a statement that if the individual does not submit the disagreement, the individual may request that the Plan provide the request for amendment and the denial with any future disclosures of PHI that is the subject of the amendment; and (d) a description of how the individual may complain to the Plan  pursuant to the complaint procedures or to the Secretary of HHS. The Plan may prepare a written rebuttal statement to the statement of disagreement. If the Plan prepares such rebuttal, it will provide the individual with a copy.

RIGHT TO AN ACCOUNTING OF DISCLOSURES OF PHI

Policy: In accordance with Section 164.528 of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to permit individuals the right to receive an accounting of disclosures of PHI made by the Plan in the six (6) years prior to the date on which the accounting is requested. However, the following disclosures need not be accounted for: (a) disclosures of PHI for treatment, payment or health care operations; (b) disclosures to the individual; (c) disclosures for facilities directories or to persons involved in the individual's care or other notification purposes; (d) disclosures for national security or intelligence purposes; (e) disclosures to correctional institutions or law enforcement officials as provided under the regulations; (f) disclosures that occurred before the compliance date of the regulations; (g) disclosures made pursuant to a valid authorization; (h) disclosures that are part of a “limited data set” as described in section 164.514(e) of the privacy rules; and (i) disclosures incident to a use or disclosure otherwise permitted or required by the regulations.

Should the Plan ever maintain PHI in an electronic health record (EHR), it will comply with any then applicable HIPAA requirements related to EHRs.
Procedure: 
a.
A covered individual or a personal representative of such individual may request that the Plan provide an accounting of disclosures of PHI. The PHI must be in a designated record set maintained by the Plan.

b.
A request for an accounting of disclosures of PHI must be made on a form provided by the Plan Trustees. All requests are subject to the Plan's verification policy.  
c.
If a personal representative makes the request, there must be a proper authorization on file pursuant to the Plan's recognition of personal representative policy.

d.
The Privacy Official will review the accounting request form and will prepare a written accounting of all uses and disclosures for which accounting is required under the Plan’s right to accounting policy.

e.
The written accounting will include: (a) disclosures of PHI that occurred during the six (6) years (or shorter period of time at the individual’s request) before the date of the request for an accounting; (b) the date of the disclosure; (c) the name of the person or entity that received the PHI; (d) a brief description of the PHI disclosed; and (e) a brief statement of the purpose that informs the individual of the basis of the disclosure. To the extent that the Plan has made multiple disclosures of PHI to the same person or entity for a single purpose, the accounting for the multiple disclosure may provide: (a) all information that would otherwise be required for the first disclosure in the accounting period; (b) the frequency, periodicity or number of disclosures made during the accounting period; and (c) the date of the last such disclosure in the accounting period.

f.
The request must state a time period which may not be longer than six (6) years and may not include dates before April 14, 2003.  

g.
The first list requested by the individual within a 12-month period will be free. For additional lists, the Plan may charge the individual for the reasonable costs of providing the list. The Plan will notify the individual of the costs involved and the individual may choose to withdraw or modify the request at that time before any costs are incurred.

h.
The Plan will provide the individual with the written accounting no later than 60 days after receipt of the request. If the Plan is unable to act on the request within this time, it may extend this time by no more than 30 days. If the Plan extends this time, it will provide a written statement of the reasons for the delay and the date by which it will provide a written accounting. The Plan is permitted only one extension of time.

i.
The right to an accounting does not apply to disclosures set out in the applicable section of the Plan’s right to accounting policy.

j.
The Plan must temporarily suspend the individual's right to receive an accounting of such uses and disclosures to a health oversight agency or law enforcement official if a temporary suspension is requested by the agency or official in accordance with the following procedures:

i. the agency or official states in writing to the Plan that providing such accounting to the individual would be reasonably likely to hinder the agency's activities and specifies the period of time for which the suspension of the right to an accounting of these disclosures is required; or

ii. 
the agency or official orally states to the Plan that providing such accounting to the individual would be reasonably likely to hinder the agency's activities and specifies the period of time for the suspension.  The Plan must document the statement (including the identity of the agency or official making the statement) and must limit the temporary suspension to no longer than 30 days from the date of the oral statement.
RIGHT TO REQUEST RESTRICTIONS ON DICLOSURES OF PHI

Policy: In accordance with Section 164.522(a) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to permit covered individuals the right to request a restriction on the use and disclosure of PHI. The individual has the right to: (a) request a restriction or limitation on the PHI that the Plan uses or discloses about the individual for treatment, payment or health care operations; (b) request a restriction or limitation on the PHI the Plan discloses about the individual to someone who is involved in the individual’s care or the payment for care; (c) request a restriction or limitation on PHI the Plan discloses to notify or assist in the notification of (including identifying or locating) a family member, personal representative, or another person responsible for care of, location, general condition, or death of the individual; and (d) request a restriction or limitation on PHI the Plan discloses to a public or private entity authorized by law or charter to assist in disaster relief efforts to assist in the individual’s location, general condition, or death. However, the Plan is not required to agree to the request.

Effective February 17, 2010, HITECH requires the Plan to grant a restriction, if requested, on PHI disclosures to a health plan for Payment or Health Care Operations purposes (not Treatment purposes) if the PHI pertains solely to a health care item or service for which the health care provider has been paid out of pocket in full by the individual (this request is more likely to be made to a health care provider). 

If the Plan agrees to the request, it will document the restriction and retain the documentation for six (6) years from the date of the agreement. The Plan may not use or disclose PHI in violation of the request, except that if it is an emergency situation and PHI is needed to provide emergency treatment, the Plan may use the PHI or may disclose the PHI to a health care provider so that it may provide the emergency treatment. The Plan will request that the health care provider not further use or disclose the individual’s PHI. The Plan may terminate the agreement if: (a) the individual agrees to or requests the termination in writing; (b) the individual orally agrees to the termination and the oral agreement is documented; or (c) the Plan informs the individual it is terminating the agreement.
The Plan’s agreement to a restriction on the use or disclosure is not effective to prevent uses or disclosures: (a) when required by the Secretary of HHS to investigate or determine compliance with the regulations; (b) for facilities directories; or (c) for instances where an authorization is not required under the Plan’s policy for disclosure of PHI for public health, law enforcement or legal process.
Procedure: 
a.
The individual may request that the Plan restrict any use or disclosure of PHI for treatment, payment and health care operations, and to persons involved in the individual’s care and for notification purposes.

b. 
The individual must make a request to the Plan to restrict the use or disclosure of PHI in writing to the Privacy Official. The request must include: (a) what information to limit; (b) whether to limit the use, disclosure or both; and (c) to whom the limits apply.

c.
The Privacy Official will review the request and notify the individual in writing of the decision within 30 days.

d.
The individual may revoke the agreement to restrict the use and disclosure of PHI by submitting a signed, written request to terminate the agreement.

e.
The Plan may terminate an agreement to restrict the use and disclosure of PHI by notifying the individual in writing. The termination will only be effective for PHI created or received after the date the Plan sends the notice.

f.
The Privacy Official will retain documentation of the restrictions that are approved for six (6) years.

RIGHT TO REQUEST CONFIDENTIAL COMMUNICATIONS

Policy: In accordance with Section 164.522(b) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to permit individuals the right to request and must accommodate reasonable requests by individuals to receive communications of PHI from the Plan by alternative means or at alternative locations, if the individual clearly states that the disclosure of all or part of the information could endanger the individual.
Procedure: 
a.
The individual may request the Plan to send PHI by alternative means (in a certain way or at a certain location).

b.
The request must be in writing. The Plan will not ask the individual the reason for the request.

c.
The request must state that disclosure of the PHI could endanger the individual.

d.
Within 30 days, the Privacy Official will review and notify the individual of whether the request will be honored. 

e.
The Plan will accommodate all requests that it deems reasonable. 
DISCLOSURE OF PHI FOR WHICH CONSENT, AUTHORIZATION, OR OPPORTUNITY TO AGREE OR OBJECT IS NOT REQUIRED

Policy: In accordance with Section 164.512 of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to use or disclose PHI without the written consent or authorization of the individual, or the opportunity for the individual to agree or object, in the situations described below. The Plan may use and disclose PHI to the individual and to carry out treatment, payment, or health care operations (except with respect to psychotherapy notes).
When the Plan is required to inform the individual of, or when the individual may agree to, a use or disclosure, the Plan’s information and the Individual’s agreement may be given orally. The Plan may use and disclose PHI according to the following conditions: (a) the uses and disclosures must comply with the minimum necessary policies and procedures; and (b) the Privacy Official must review and authorize the use or disclosure.
a.
The Plan may disclose PHI when required to do so by federal, state or local law. Use and disclosure of PHI may be required by the Secretary of HHS to investigate or determine the Plan’s compliance with the regulations. The use or disclosure must comply with and be limited to the relevant requirements of the law. If the use or disclosure is to report abusive situations, to comply with judicial or administrative legal process, or for law enforcement purposes, the use or disclosure must also comply with these policies and procedures.  

b.
The Plan may disclose PHI for public health activities. These activities generally include the following: (a) to prevent or control disease, injury or disability; (b) to report to a public health authority that is authorized by law to collect or receive information for the purpose of reporting births and deaths; (c) to report to a public health authority or other appropriate government authority authorized by law to receive reports of child abuse or neglect; (d) to report to a person subject to the jurisdiction of the Food and Drug Administration reactions to medications or problems with products; (e) to report to the individual or a public health authority as authorized by law, of the exposure to a disease or risk of contracting or spreading a disease or condition; and (f) to notify the appropriate government authority if the Plan believes a patient has been the victim of abuse, neglect or domestic violence (the Plan may only make this disclosure if the individual agrees or when required or authorized by law).

c.
The Plan may disclose PHI about victims of abuse, neglect, or domestic violence.  The Plan may disclose PHI about an individual whom the Plan reasonably believes to be a victim of abuse, neglect or domestic violence to a government authority, including a social service or protective services agency authorized by law to receive reports of such abuse, neglect or domestic violence. The Plan will only make this disclosure if the disclosure is authorized by the individual. The Plan must inform the individual of any disclosure unless it believes that informing the individual would place the individual at risk of serious harm, or if the Plan would be informing a personal representative who the Plan believes is responsible for the abuse or injury and informing the representative would not be in the best interests of the individual.

d.
The Plan may disclose PHI to a health oversight agency for activities authorized by law. These oversight activities include, for example, audits, investigations, inspections, and licensure. These activities are necessary for the government to monitor the health care system, government programs, and compliance with civil rights laws.

e. 
The Plan may disclose PHI for judicial and administrative proceedings. The Plan may disclose PHI in the course of any judicial or administrative proceeding in response to an order of a court or administrative tribunal. With respect to disclosures of PHI without a court order, the Plan will not disclose PHI in response to a subpoena, discovery request or other lawful process unless the Plan verifies that the individual is aware of the request and has not made a valid objection to it. The Plan will disclose PHI in response to a subpoena, discovery request, or other lawful process, not accompanied by an order of a court or administrative tribunal, only if the Plan receives written documentation from the party seeking the PHI that reasonable efforts have been made to ensure that the individual who is the subject of the PHI has been given notice of the request and either did not object or a court overruled the objection.
f.
The Plan may disclose PHI if asked to do so by a law enforcement official in response to a court order, subpoena, warrant, summons or similar process. Also, the Plan may disclose PHI: (a) to identify or locate a suspect, fugitive, material witness, or missing person; (b) about the victim of a crime if, under certain limited circumstances, the Plan is unable to obtain the person’s agreement; (c) about a death the Plan  believes may be the result of criminal conduct; (d) about criminal conduct at the hospital; and (e) in emergency circumstances to report a crime, the location of the crime or victims, or the identity, description or location of the person who committed the crime. The Privacy Official will be responsible for this disclosure and must take reasonable steps to verify that an individual is a member of a law enforcement entity. The Plan will disclose PHI about an individual in response to a law enforcement official's request for such information for the purpose of identifying or locating a suspect, fugitive, material witness, or missing person, but will supply only the following information: (a) name and address; (b) date and place of birth; (c) Social Security number; (d) ABO blood type and rh factor; (e) type of injury; (f) date and time of treatment; (g) date and time of death, if applicable; and (h) a description of distinguishing physical characteristics, including height, weight, gender, race, hair and eye color, presence or absence of facial hair (beard or moustache), scars, and tattoos. The Plan will not disclose PHI for the purposes of identification or location any PHI related to the individual's DNA or DNA analysis, dental records, or typing, samples or analysis of body fluids or tissue. The Plan will disclose PHI in response to a law enforcement official's request about an individual suspected to be a victim of a crime if: (a) the individual agrees to such disclosure, or (b) the individual is unable to agree due to incapacity or other emergency circumstance, the law enforcement official must represent that PHI is needed to determine whether a violation of law by someone other than the victim has occurred, and that such information is not intended to be used against the victim, that immediate law enforcement activity which depends upon the disclosure would be materially and adversely affected by waiting until the individual is able to agree to the disclosure, and that disclosure is in the best interests of the individual. The Plan will further disclose PHI about a deceased individual to law enforcement authorities if the Plan suspects the individual's death resulted from a criminal act.

g.
The Plan may disclose PHI to a coroner, medical examiner, or funeral director as necessary to carry out their duties.  

h.
If the individual is an organ donor, the Plan may disclose PHI to organizations that handle organ procurement or organ, eye, or tissue transplantation or to an organ donation bank, as necessary to facilitate organ or tissue donation and transplantation.  

i.
The Plan may disclose PHI when necessary to prevent a serious threat to the health and safety of the individual or the health and safety of the public or another person. Any disclosure, however, would only be to someone able to help prevent the threat. The Plan may also disclose PHI if the Plan believes in good faith that it will be necessary for law enforcement to identify or apprehend an individual the Plan believes may have caused serious physical harm to the victim because of a statement by an individual admitting participation in a violent crime. Such information must be limited to the same information detailed in Section f, above. The Plan will not disclose PHI for the purposes of identification or location any PHI related to the individual's DNA or DNA analysis, dental records, or typing, samples or analysis of body fluids or tissue. The Plan may also disclose PHI when it is necessary for law enforcement to identify or apprehend an individual who is believed to have escaped from a correctional institution or lawful custody.
j.
If the individual is a member of the armed forces, the Plan may disclose PHI as required by military command authorities. The Plan may also release PHI about foreign military personnel to the appropriate foreign military authority.

k.
The Plan may disclose PHI to authorized federal officials for intelligence, counterintelligence, and other national security activities authorized by law.

l.
If the individual is an inmate of a correctional institution or under the custody of a law enforcement official, the Plan may disclose PHI to the correctional institution or law enforcement official. This disclosure would be necessary: (a) for the institution to provide health care; (b) to protect the individual’s health and safety or the health and safety of others; or (c) for the safety and security of the correctional institution.

m.
The Plan may disclose PHI for workers’ compensation or other similar programs in accordance with applicable law. 

Procedure: 
· Disclosures of PHI for which consent, authorization, or opportunity to agree or object may be made according to the policies stated above. 

· The Privacy Official will review the request for disclosure of PHI and will make a determination whether the disclosure can be made pursuant to the policies stated above.
· The Plan will record the following information in its files with a copy of the Request Form: The date the information was disclosed, the information disclosed, the requesting party’s name and address, the reason for the disclosure and a copy of the subpoena, court order, etc. if applicable.
USES & DISCLOSURES FOR INVOLVEMENT IN THE INDIVIDUAL’S CARE AND NOTIFICATION PURPOSES

Policy: In accordance with Section 164.510(b) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), in an emergency situation, it is the Plan’s policy to disclose to a family member, other relative, or a close personal friend of the individual, or any other person identified by the individual, the PHI directly relevant to such person’s involvement with the individual’s care or payment related to the individual’s health care in accordance with the below procedures. The Plan may also use or disclose PHI to notify, or assist in the notification (including identifying or locating), a family member, a personal representative of the individual, or another person responsible for the care of the individual of the individual’s location, general condition, or death. Disclosures made under this policy and procedure are not subject to the Plan’s verification policy. This policy and procedure does not apply to disclosures to individuals who are personal representatives in accordance with the Plan’s recognition of personal representative policy. Also, it does not apply to disclosures made to avert an imminent threat to health or safety, as described in the Plan’s policy on the disclosure of PHI for which consent, authorization, or opportunity to agree or object is not required.
Effective September 23, 2013, if the individual is deceased, the Plan may disclose to a family member, or other person identified above, who was involved in the individual’s care or payment for the individual’s health care prior to the individual’s death, PHI of the individual that is relevant to such person’s involvement, unless doing so is inconsistent with any prior expressed preference of the individual that is known to the Plan.
Procedure: 
a. The Plan may use or disclose PHI if an individual is present for, or otherwise available prior to a use or disclosure to those involved in an individual's care or for notification purposes, and the individual has the capacity to make health care decisions if the Plan: 
i. obtains the individual's agreement (either orally or in writing);

ii. provides the individual with the opportunity to object to the disclosure, and the individual does not express an objection; or

iii. reasonably infers from the circumstances, based on the exercise of professional judgment, that the individual does not object to the disclosure.

b. If an individual is not present, or the opportunity to agree or object to the use or disclosure cannot practicably be provided because of the individual's incapacity or an emergency circumstance, the Plan may, in the exercise of professional judgment, determine whether the disclosure is in the best interest of the individual and, if so, disclose only the PHI that is directly relevant to the person's involvement with the individual's health care. The Plan may use professional judgment and its experience with common practice to make reasonable inferences of the individual's best interests in allowing a person to act on behalf of the individual in obtaining PHI on their behalf to assist an individual in their care or payment for their care.
c. The Plan may use or disclose PHI to a public or private entity authorized by law or by its charter to assist in disaster relief efforts, for the purpose of coordinating with such entities the uses or disclosures permitted to notify or assist in notifying persons involved in an individual's care. The requirements in a and b above apply to the extent that the Plan, in the exercise of professional judgment, determines that the requirements do not interfere with the ability to respond to the emergency circumstances. 
d. 
All written agreements to allow disclosure or written objections to the disclosure must be kept according to the Plan's record retention policy. 

DE-IDENTIFICATION

Policy: In accordance with Section 164.514 of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to recognize that health information that does not identify an individual and with respect to which there is no reasonable basis to believe that the information can be used to identify an individual is not individually identifiable health information. Therefore, the Plan may disclose health information that has been de-identified. To any extent possible, the Plan will use de-identified health information.
Procedure: The Privacy Official may determine that the health information is not individually identifiable health information if: 

a.
A person with knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable determines that the risk is very small that the information disclosed could be used, alone or in combination with other reasonably available information, to identify an individual who is a subject of the information and documents the methods and results of the analysis that justifies the determination; or

b.
(i) The following identifiers of the individual or of relatives, employers, household members of the individual are removed: (a) all geographic subdivisions smaller than a state, including street address, city, county, precinct, and zip codes, except for the initial three digits of a zip code if  according to the current publicly available data from the Bureau of the Census, the geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people. If the geographic units which make up the initial three digits of a zip code contain 20,000 or fewer people, the first three digits must be changed to 000; (b) all elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older; (c) telephone numbers; (d) fax numbers; (e) electronic mail addresses; (f) Social Security numbers; (f) medical record numbers; (g) health plan beneficiary numbers; (h) account numbers; (i) certificate and license numbers; (j) vehicle identifiers and serial numbers, including license plate numbers; (k) device identifiers and serial numbers; (l) web Universal Resource Locators (URLs); (m) internet protocol (EP) address numbers; (n) biometric identifiers, including finger and voice prints; (o) full face photographic images and any comparable images; and (p) any other unique identifying number, characteristic, or code; and (ii) the Plan does not have actual knowledge that the information could be used alone or in combination with other information to identify an individual who is the subject of the information.
c.
The Plan may assign a code or other means of record identification to allow information de-identified to be re-identified by the Plan provided that: (a) the code or other means of record identification is not derived from or related to information about the individual and is not otherwise capable of being translated so as to identify the individual; and (b) the Plan does not use or disclose the code or other means of record identification for any other purpose, and does not disclose the mechanism for re-identification.

MINIMUM NECESSARY

Policy: In accordance with Section 164.514(d) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to reasonably ensure that when using or disclosing PHI, or when requesting PHI from another covered entity, the Plan will make reasonable efforts to limit PHI to the minimum necessary to accomplish the intended purpose of the use, disclosure, or request. The Plan must identify: (a) the persons or classes of persons, as appropriate, who work for the Plan who need access to PHI to carry out their duties; and (b) for each person or class of persons, the category  or categories of PHI to which access is needed and any conditions appropriate to such access.
The Plan will make reasonable efforts to limit PHI to the minimum necessary to accomplish the intended purpose when (a) using PHI, (b) disclosing PHI, and (c) requesting PHI. HITECH establishes a “limited data set” as the standard for disclosing PHI. Effective February 10, 2010, in order to comply with HIPAA’s minimum necessary standard, the Plan will limit its PHI use, disclosure, or request to a limited data set to the extent practicable or, if needed, to the minimum necessary PHI to accomplish the intended purpose (the Secretary of HHS is expected to issue guidance on this issue by August 2010). 

A “limited data set” is PHI that excludes the following direct identifiers of the individual or of relatives, employers, or household members of the individual: (1) names; (2) postal address information, other than town or city, state, and zip code; (3) telephone numbers; (4) fax numbers; (5) e-mail addresses; (6) Social Security numbers; (7) medical record numbers; (8) health plan beneficiary numbers; (9) account numbers; (10) certificate/license plate numbers; (11) vehicle identifiers and serial numbers; (12) device identifiers and serial numbers; (13) web URLs; (14) IP address numbers; (15) biometric identifiers; and (16) photographic and other images. 

The minimum necessary standard applies to oral, electronic, and written PHI.

The minimum necessary standard does not apply to the following uses, disclosures and requests: (a) disclosures or requests to a health care provider for treatment purposes; (b) disclosures to the individual who is the subject of the PHI; (c) disclosures based on an authorization; (d) disclosures to the Secretary of HHS for compliance and enforcement purposes related to the regulations; (e) uses or disclosures required by other laws; and (f) uses or disclosures required for compliance with HIPAA's electronic data interchange transaction standards. 

a.
The Plan has determined that all Plan Trustees and employees need access to PHI to carry out their administrative duties for the Plan. 

b.
The Plan has put into place plan security measures that protect PHI and limit access to PHI.

c.
The Plan has identified the category or categories of PHI to which access is needed: all information relating to Treatment, Payment, and Health Care Operations.

d.
All Plan Trustees and employees will be trained on the Plan’s policies and procedures and to recognize health information that is necessary to carry out their administrative duties, and to avoid access to health information that is not necessary to carry out their administrative duties.

e.
The Plan has identified the conditions appropriate for access to PHI: Plan Trustees and employees may only have access to PHI to carry out their administrative duties of the Plan.

f.
For disclosures that the Plan makes on a routine and recurring basis, the Plan will limit the PHI to the amount reasonably necessary to achieve the purpose of the disclosure (this includes disclosures made to the Plan Sponsor, business associates, a public official or agency for a disclosure that is permitted under the regulations, another health plan, health care clearinghouse, or a covered health care provider under the regulations).  

g.
The Privacy Official must approve non-routine disclosures of PHI that the Plan makes. Each request must be reviewed on an individual basis according to the following conditions: (a) the disclosure must be limited to the information reasonably necessary to accomplish the purpose of the disclosure; and (b) the disclosure cannot be prohibited by the regulations and must be consistent with these policies and procedures.

h.
When requesting PHI from another covered entity under the regulations, the Plan will limit the request to that which is reasonably necessary to accomplish the purpose for which the request is made.

i.
For a request that is made on a routine and recurring basis, the Plan will limit the PHI requested to the amount reasonably necessary to accomplish the purpose for which the request is made.

j.
For a request that is made on a non-routine basis, the Privacy Official will review the request on an individual basis to determine that the PHI sought is limited to the information reasonably necessary to accomplish the purpose for which the request is made. 

k.
The Plan may not use, disclose, or request an entire medical record, except when the entire medical record is specifically justified as the amount that is reasonably necessary to accomplish the purpose of the use, disclosure, or request. If the entire medical record is needed, the Privacy Official must approve the request and authorization from the individual.

l.
The Plan will not request psychotherapy notes without written authorization from the individual. 

Procedure: In accordance with Section 164.514(d)(3)(i), the Plan will use the following standard protocols for routine disclosures. The following information identifies the type of information that the Plan routinely discloses to the Plan’s Business Associates: 

a.  
[insert name of business associate]
Minimum necessary information routinely disclosed by the Plan: [insert the type of information that the Plan routinely discloses to its business associate]  [example:  The plan provides eligibility information on a monthly basis]

b.  
[insert name of business associate]
Minimum necessary information routinely disclosed by the Plan: [insert the type of information that the Plan routinely discloses to its business associate]
c.  
[insert name of business associate]

Minimum necessary information routinely disclosed by the Plan: [insert the type
of information that the Plan routinely discloses to its business associate]
d.  
[Continue until all Business Associates have been named and all routinely disclosed information has been identified.]

AUTHORIZATION

Policy: In accordance with Section 164.508 of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), except as otherwise permitted or required under the regulations or other applicable law, it is the Plan’s policy not to use or disclose PHI without a valid authorization. When the Plan obtains or receives a valid authorization for its use or disclosure of PHI, such use or disclosure must be consistent with such authorization.  
Procedure: 
a. The Plan will not require an authorization for uses or disclosures of PHI for treatment, payment or health care operations or for uses or disclosures that are otherwise permitted under the regulations. Effective September 1, 2009, the exception to this is rule is that disclosures of PHI that is considered genetic information about an individual for underwriting purposes- such disclosure cannot be made, even with an individual’s authorization. Pursuant to the Plan’s Genetic Information Policies and Procedures, it cannot use genetic information about an individual for underwriting purposes, even with the individual’s authorization.
b. Neither the Plan nor any of its business associates may exchange PHI for direct or indirect remuneration without first obtaining an individual’s authorization. The prohibition exempts PHI exchanges made, among other things: (a) for public health activities; (b) for Treatment of the individual; (c) to pay a business associate for activities the business associate undertakes on behalf of the Plan under its business associate contracts; (d) to provide an individual with a copy of her or his own PHI under the HIPAA Privacy Rules’ right of access; and (e) disclosures required by law even though there may be a transfer of compensation as a result of these types of transfers (i.e., a copying fee for medical records).  
c. The Plan will require a valid authorization for any uses or disclosures of PHI with the exception of the disclosures provided for in these policies and procedures or under the regulations. A valid authorization contains the following core elements: (a) a description of the information to be used or disclosed that identifies the information in a specific and meaningful fashion; (b) the name or other specific identification of the person(s) or class of persons authorized to make the requested use or disclosure; (c) the name or other specific identification of the person(s) or class of persons to whom the Plan may make the requested use or disclosure; (d) an expiration date or an expiration event that relates to the individual or the purpose of the use or disclosure; (e) a statement of the individual’s right to revoke the authorization in writing and the exceptions to the right to revoke, together with a description of how the individual may revoke the authorization; (f) a statement that information used or disclosed may be subject to re-disclosure by the recipient and no longer protected; (g) signature of the individual and date; and (h) if the authorization is signed by a personal representative of the individual, a description of such representative’s authority to act for the individual.    

d. The Privacy Official will make a determination as to whether a specific use or disclosure of PHI requires an authorization. If the Privacy Official decides that an authorization is required, then the Plan will obtain a valid authorization from the individual (separate authorizations will be made on separate authorization forms). The authorizations will be made on the form provided by the Plan. The Plan will provide the individual with a copy of the signed authorization. If the authorization is defective, the Privacy Official will resend it to the individual.

e. An authorization is defective if: (a) the expiration date has passed or the expiration event is known by the Privacy Official to have occurred; (b) the authorization has not been filled out completely; (c) the authorization is known by the Privacy Official to have been revoked; (d) the authorization lacks a core element; (e) the authorization is a compound authorization; or (f) any material information in the authorization is known by the Privacy Official to be false.

f. Generally, the Plan will not condition the provision to an individual of treatment, payment, enrollment or eligibility for benefits on receipt of an authorization from the individual. However, the Plan may condition enrollment in the plan or eligibility for benefits on receipt of an authorization prior to enrollment, if the authorization is sought for underwriting or risk rating determinations and does not relate to psychotherapy notes or “genetic information” as such term is defined in GINA.

g. There must be proof of the representative's authority on file with the Privacy Official if a personal representative signs the authorization form. 

h. An individual may revoke an authorization at any time provided that the revocation is in writing except to the extent that: (a) the Plan has taken action on reliance of the authorization; or (b) if the authorization was obtained as a condition of obtaining insurance coverage, other law provides the insurer with the right to contest a claim under the policy.

i. The Plan will provide the individual with a copy of the signed authorization.

RECOGNITION OF PERSONAL REPRESENTATIVE

Policy: In accordance with Section 164.502(g)(1) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), it is the Plan’s policy to treat the personal representative of the individual as the individual. However, in some circumstances, the Plan is not required to treat the personal representative of the individual as the individual, such as in cases involving abuse, neglect, and endangerment, and in the case of un-emancipated minors.  
Procedure: The Plan will treat an individual as a personal representative where a personal representative form has been filled out and the Privacy Official has approved the designation. Also, the Plan will treat the personal representative of the individual as the individual if that individual is deemed to be a personal representative as detailed below. In such cases, no personal representative form is required. Other than those individuals deemed to be personal representatives, all personal representatives will be subject to the Plan's verification procedure.

a.
The Plan may elect not to treat a person as the personal representative of an individual if: (a) the Privacy Official has a reasonable belief that the individual has been or may be subjected to domestic violence, abuse, or neglect by such person or treating such person as the personal representative could endanger the individual; and (b) the Privacy Official, in the exercise of professional judgment, decides that it is not in the best interest of the individual to treat the person as the individual's personal representative.

b.
With respect to un-emancipated minors, if under applicable state law a parent, guardian or other person acting in loco parentis has authority to act on behalf of the un-emancipated minor in making decisions related to health care, the Plan will treat such person as a personal representative with respect to PHI relevant to such personal representation, except that such person may not be a personal representative of an un-emancipated minor and the minor has authority to act as an individual, with respect to PHI pertaining to health care service if: (a) the minor consents to the health care service; no other consent to such health care service is required by law, regardless of whether the consent of another person has also been obtained and the minor has not requested that such person be treated as the personal representative; (b) the minor lawfully obtains such health care service without the consent of a parent, guardian, or other person acting in loco parentis and the minor, a court, or another person authorized by law consents to the health care service; or (c) a parent, guardian, or other person acting in loco parentis assents to an agreement of confidentiality between a covered health care provider and the minor with respect to such health care service.  
c.
If under applicable law a person has authority to act on behalf of an individual who is an adult or an emancipated minor in making decisions related to health care, the Plan will treat the person as a personal representative with respect to PHI (for example: a Health Care Proxy or Health Care Power of Attorney). 

d.
If under applicable law an executor, administrator, or other person has authority to act on behalf of a deceased individual or of an individual’s estate, the Plan will treat such person as the personal representative with respect to PHI relevant to such personal representation. 

e.
In accordance with Section 164.510(a) and (b) and the Plan’s policies and procedures regarding the use and disclosures for involvement in the individual’s care or payment for such care, and notification purposes in an emergency situation, the Plan may disclose to a family member, other relative, or a close personal friend of the individual, or any other person identified by the individual, the PHI directly relevant to such person’s involvement with the individual’s care or payment related to the individual’s health care. No personal representative form is required.  
f.
The personal representative may only have access to PHI that is consistent with the scope of authority detailed in the personal representative form.

g.
The individual has a right to revoke the personal representative designation at any time by submitting a signed statement to Privacy Official revoking the designation.
h.
Effective September 23, 2013, if the individual is deceased, the Plan may disclose to a family member, or other person identified above, who was involved in the individual’s care or payment for the individual’s health care prior to the individual’s death, PHI of the individual that is relevant to such person’s involvement, unless doing so is inconsistent with any prior expressed preference of the individual that is known to the Plan.
VERIFICATION

Policy: In accordance with Section 164.514(h) of the privacy rules under the Health Insurance Portability and Accountability Act of 1996 (HIPAA), prior to any disclosure permitted under the regulations (with the exception of disclosures to a family member, other relative, or a close personal friend of the individual, or any other person identified by the individual, the PHI directly relevant to such person’s involvement with the individual’s care or payment related to the individual’s health care and disclosures to notify, or assist in the notification, a family member, a personal representative of the individual, or another person responsible for the care of the individual of the individual’s location, general condition, or death as detailed in the Plan’s policies and procedures on the uses and disclosures for involvement in the individual’s care and notification purposes), it is the Plan’s policy to verify the identity of a person requesting PHI and authority of any such person to have access to PHI if the identity or any such authority of such person is not known to the Plan. It is also the Plan’s policy to obtain any documentation, statements, or representations, whether oral or written, from the person requesting the PHI when such documentation, statement, or representation is a condition of the disclosure.
Procedure: 
a. 
If a disclosure of PHI is made because of an administrative request, including subpoena or summons, a civil or an authorized investigative demand, or similar process authorized under law (before this disclosure can be made: (a) the information sought must be relevant and material to a legitimate law enforcement inquiry; (b) the request must be specific and limited in scope to the extent reasonably practicable in light of the purpose for which the information is sought; and (c) de-identified information could not reasonably be used), the Plan may rely, if the reliance is reasonable under the circumstances, on documentation, statements, or representations that, on their face, meet the applicable requirements before a disclosure can be made. 

b.
The Plan may rely, if such reliance is reasonable under the circumstances, on any of the following to verify identity when the disclosure of PHI is made to a public official or a person acting on behalf of the public official: (a) if the request is made in person, presentation of an agency identification badge, other official credentials, or other proof of government status; (b) if the request is in writing, the request is on the appropriate government letterhead; or (c) if the disclosure is to a person acting on behalf of a public official, a written statement on appropriate government letterhead that the person is acting under the government’s authority or other evidence or documentation of agency that establishes that the person is acting on behalf of the public official.

c.
The Plan may rely, if the reliance is reasonable under the circumstances, on any of the following to verify authority when the disclosure of PHI is to a public official or a person acting on behalf of a public official: (a) a written statement of the legal authority under which the information is requested, or, if a written statement would be impracticable, an oral statement of such legal authority; or (b) if a request is made pursuant to legal process, warrant, subpoena, order, or other legal process issued by a grand jury or a judicial or administrative tribunal it is presumed to constitute legal authority.

d.
A disclosure of PHI to an individual or entity other than to a public official to avert an imminent threat to health or safety is permitted without further verification if the Plan has a good-faith belief that the disclosure is necessary to prevent the threat and the disclosure is to a person reasonably able to prevent or lessen the threat.  

e.
If the Plan relies on the exercise of professional judgment that the disclosure of PHI is necessary for the involvement in an individual’s care and for notification purposes, further verification is not required to the extent that the requirements of Section 164.510 are met.

f. 
In all other cases, the Plan will verify the identity and authority of the individual requesting PHI (individuals are deemed to have authority to obtain their own PHI):


[NOTE: THE PLAN MAY USE ANY PROCEDURE IT WISHES TO VERIFY IDENTITY AND AUTHORITY. THE BELOW INFORMATION IS SUGGESTED.]

i.
If an individual requests his own PHI via telephone or electronic mail:  with respect to a request via telephone, the Plan will request the Social Security number and address of the individual. With respect to a request via electronic mail, the Plan will respond via telephone after properly verifying the individual’s identity and authority as detailed above.

ii.
If an individual requests his own PHI in person: the Plan will request to see the individual’s picture identification, such as a valid driver’s license.

iii.
If an individual requests his own PHI via mail or facsimile: the Plan will call the individual back and will request his or her Social Security number and address.

iv.
If another individual requests PHI on behalf of the individual (personal representatives): The Privacy Official will confirm the authority of the person to act on behalf of the individual by ensuring that the recognition of personal representative procedure has been followed. 

v. If another party or entity requests the individual’s PHI: when any entities (other than the individuals themselves, personal representatives, or public officials) request disclosure of an individual’s PHI, their identity and authority must also be verified. To verify identity, the entity must confirm its identity in writing on letterhead to the Plan. To verify authority, the entity must complete a valid authorization pursuant to the Plan’s authorization policy.
vi. The Plan has put business associate agreements in place with its various business associates (as detailed in the Plan’s minimum necessary policy) permitting both parties to discuss with each other individuals’ PHI in connection with the regular course of business involving Treatment, Payment, and Health Care Operations. The Plan will not release PHI to a representative of a business associate unless that representative is known, or until after he or she has been properly identified. To identify the representative, the Plan will call the representative back at the business associate’s general telephone number.
APPENDIX A: FEDERAL TECHNOLOGY GUIDANCE
Note: The Department of Health & Human Services has indicated that it plans to periodically update its Federal Technology Guidance. As this occurs, this Appendix will be revised.

Federal Safe Harbors*

1. Encryption (electronic PHI).  

2. Destruction (paper and electronic media (disk, flash-drive, etc.) on which PHI is resting). If PHI is destroyed prior to disposal in accordance with the Federal Technology Guidance, no breach notification is required following access to the disposed hard copy or electronic media by unauthorized persons. 

Encryption: Electronic PHI has been encrypted as specified in the HIPAA Security Rule by the use of an algorithmic process to transform data into a form in which there is a low probability of assigning meaning without use of a confidential process or key and such confidential process or key that might enable decryption has not been breached. To avoid a breach of the confidential process or key, these decryption tools should be stored on a device or at a location separate from the data they are used to encrypt or decrypt.

The encryption processes identified below have been tested by the National Institute of Standards and Technology (“NIST”) and judged to meet the above standard:

1. “Data at Rest” (includes data that resides in databases, file systems, flash drives, memory and other structured storage method)- NIST Special Publication 800-111, “Guide to Storage Encryption Technologies for End User Devices” (http://www.csrc.nist.gov/).

2. “Data in Motion” (includes data that is moving through a network, including wireless transmission, whether by e-mail or structured electronic interchange)- NIST Special Publications 800-52, “Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations;” 800-77, “Guide to IPsec VPNs;” or 800-113, “Guide to SSL VPNs;” or others which are Federal Information Processing Standards (FIPS) 140-2 validated (http://www.csrc.nist.gov/).

Destruction: The media on which PHI is stored or recorded has been destroyed in one of the following ways:

1. Paper, film, or other hard copy media have been shredded or destroyed such that the PHI cannot be read or otherwise cannot be reconstructed. Redaction is specifically excluded as a means of data destruction.

2. Electronic media have been cleared, purged or destroyed consistent with NIST Special Publication 800-88, “Guidelines for Media Sanitation” (http://www.csrc.nist.gov/) such that PHI cannot be retrieved. 

*Note: The above safe harbors should be reviewed annually, based on updated technologies and/or methodologies guidance from HHS. 

APPENDIX B: NEW YORK STATE’S INFORMATION SECURITY BREACH & NOTIFICATION ACT
(NYS General Business Law §899-aa)
Definitions

“Personal information”: any information concerning a natural person which, because of name, number, personal mark, or other identifier, can be used to identify such natural person.

“Private information”: personal information consisting of any information in combination with any one or more of the following data elements, when either the personal information or the data element is not encrypted, or encrypted with an encryption key that has also been acquired: (1) Social Security number; (2) driver’s license number or non-driver identification card number; or (3) account number, credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual’s financial account. “Private information” does not include publicly available information which is lawfully made available to the general public from federal, state, or local government records.

“Breach of the security of the system”: unauthorized acquisition or acquisition without valid authorization of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by a business. Good faith acquisition of personal information by an employee or agent of the business for the purposes of the business is not a breach of the security of the system, provided that the private information is not used or subject to unauthorized disclosure. In determining whether information has been acquired, or is reasonably believed to have been acquired, by an unauthorized person or a person without valid authorization, such business may consider the following factors, among others: (1) indications that the information is in the physical possession and control of an unauthorized person, such as a lost or stolen computer or other device containing information; or (2) indications that the information has been downloaded or copied; or (3) indications that the information was used by an unauthorized person, such as fraudulent accounts opened or instances of identity theft reported.

“Consumer reporting agency”: any person which, for monetary fees, dues, or on a cooperative nonprofit basis, regularly engages in whole or in part in the practice of assembling or evaluating consumer credit information or other information on consumers for the purpose of furnishing consumer reports to third parties, and which uses any means or facility of interstate commerce for the purpose of preparing or furnishing consumer reports. A list of consumer reporting agencies shall be compiled by the state attorney general and furnished upon request to any person or business required to make a notification under subdivision two of this section.

General Breach Notification Rule

Any person or business which conducts business in New York state, and which owns or licenses computerized data which includes private information must disclose any breach of the security of the system following discovery or notification of the breach in the security of the system to any resident of New York state whose private information was, or is reasonably believed to have been, acquired by a person without valid authorization. 

When Notifications Must Be Provided

The disclosure must be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the system. 
The notifications may be delayed if a law enforcement agency determines that such notification impedes a criminal investigation. The notifications must be made after such law enforcement agency determines that such notification does not compromise such investigation.

Any person or business which maintains computerized data which includes private information which such person or business does not own shall notify the owner or licensee of the information of any breach of the security of the system immediately following discovery, if the private information was, or is reasonably believed to have been, acquired by a person without valid authorization.

New York State Offices Requiring Notification

In addition to notifying New York residents, in the event that any New York residents are to be notified, the person or business must also notify the state attorney general, the consumer protection board, and the state office of cyber security and critical infrastructure coordination as to the timing, content and distribution of the notices and approximate number of affected persons. Such notice must be made without delaying notice to affected New York residents.

In the event that more than five thousand (5,000) New York residents are to be notified at one time, the person or business shall also notify consumer reporting agencies as to the timing, content and distribution of the notices and approximate number of affected persons. Such notice must be made without delaying notice to affected New York residents.

Methods of Notice 

Notice must be directly provided to the affected persons by one of the following methods:

a.
written notice;

b.
electronic notice, provided that the person to whom notice is required has expressly consented to receiving said notice in electronic form and a log of each such notification is kept by the person or business who notifies affected persons in such form; provided further, however, that in no case shall any person or business require a person to consent to accepting said notice in said form as a condition of establishing any business relationship or engaging in any transaction;

c.
telephone notification provided that a log of each such notification is kept by the person or business who notifies affected persons; or

d.
Substitute notice, if a business demonstrates to the state attorney general that the cost of providing notice would exceed two hundred fifty thousand dollars, or that the affected class of subject persons to be notified exceeds five hundred thousand, or such business does not have sufficient contact information. Substitute notice must consist of all of the following: (1) e-mail notice when such business has an e-mail address for the subject persons; (2) conspicuous posting of the notice on such business's web site page, if such business maintains one; and (3) notification to major statewide media.

Notice Contents

Regardless of the method by which notice is provided, such notice must include contact information for the person or business making the notification and a description of the categories of information that were, or are reasonably believed to have been, acquired by a person without valid authorization, including specification of which of the elements of personal information and private information were, or are reasonably believed to have been, so acquired.

Enforcement

Whenever the attorney general shall believe from evidence satisfactory to him that there is a violation of this law he or she may bring an action in the name and on behalf of the people of the state of New York to issue an injunction and to enjoin and restrain the continuation of any violations. 

A court may award damages for actual costs or losses incurred by a person entitled to notice, if notification was not provided to such person, including consequential financial losses. 

If a court determines that a person or business violated this article knowingly or recklessly, the court may impose a civil penalty of the greater of five thousand dollars ($5,000) or up to ten dollars ($10) per instance of failed notification- this latter amount cannot exceed one hundred fifty thousand ($150,000) dollars.

No action may be brought under this law unless such action is commenced within two (2) years immediately after the date of the act complained of or the date of discovery of such act.
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