[INSERT NAME OF PLAN]

HIPAA SECURITY POLICIES & PROCEDURES
Date last revised – __________________
Updated for compliance with the Health Information Technology for Economic and Clinical Health Act of 2009 (HITECH) and the HIPAA Final Omnibus Rule (January 25, 2013)
TABLE OF CONTENTS

Purpose of & Changes to HIPAA Security Policies & Procedures

Definitions

Breach Notification
Privacy & Security Incident Report Form
Administrative Safeguards

Security Management Process
Assigned Security Responsibility
Workforce Security
Information Access Management
Security Awareness and Training

Security Incident Procedures
Contingency Plan

Evaluation

Business Associate Agreements
Physical Safeguards

Facility Access Controls

Workstation Use

Workstation Security

Device and Media Controls
Technical Safeguards

Technical Access Controls

Audit Controls

Integrity of Electronic Protected Health Information

Person or Entity Authentication

Transmission Security

Firewall Administration
Appendix A – Federal Technology Guidance

Appendix B – New York State’s Information Security Breach and Notification Act (NYS General Business Law §899-aa)
PURPOSE OF & CHANGES TO HIPAA SECURITY POLICIES & PROCEDURES

In accordance with HIPAA’s Security Regulations (“regulations” or “rules”), the following policies and procedures are designed to comply with the standards, implementation specifications, and other requirements of the Security Rule. These policies and procedures have been reasonably designed, taking into account the size and the type of activities that relate to the protected health information (“PHI”) undertaken by [Insert name of plan] (referred to as “the Plan” in the following policies and procedures) to ensure compliance.

The Plan will change its policies and procedures as necessary and appropriate to comply with changes in the law, including the standards, requirements, and implementation specifications. When the Plan changes a practice, it may make the changes effective for PHI that it created or received prior to the effective date of the notice revision.    

Whenever there is a change in the law that necessitates a change to the Plan’s policies and procedures, the Plan will promptly document and implement the revised policy or procedure. To implement a change, the Plan will: (a) ensure that the policy or procedure, as revised to reflect a change in the Plan’s security practice, complies with the HIPAA standards, requirements, and implementation specifications; and (b) document the policy or procedure, as revised. 

The Plan will maintain these policies and procedures in written or electronic form for six years from either the date they were created or the date when they were last in effect, whichever is later. If the regulations are changed by the U.S. Department of Health and Human Services (“HHS”), the Plan will amend these Policies & Procedures accordingly, and follow the revised rules.

DEFINITIONS

Access – The ability or the means necessary to read, write, modify, or communicate data/information or otherwise use any system resource.

Administrative Safeguards – Administrative actions, and policies and procedures, intended/used to manage the selection, development, implementation, and maintenance of security measures to protect electronic protected health information and to manage the conduct of the covered entity’s workforce in relation to the protection of that information. The HIPAA Security Rule (“Security Rule”) adopts the following Standards for Administrative Safeguards: Security Management Process, Assigned Security Responsibility, Workforce Security, Information Access Management, Security Awareness and Training, Security Incident Procedures, Contingency Plan, Evaluation, and Business Associate Agreements.

Authentication – The corroboration that a person is the one authorized to view and use ePHI.

Availability – The property that data or information is accessible and usable upon demand by an authorized person.

Confidentiality – The property that data or information is not made available or disclosed to unauthorized persons or processes.

Encryption – The use of an algorithmic process to transform data into a form in which there is a low probability of assigning meaning without use of a confidential process or key.

ePHI – Electronic protected healthcare information.

Facility – The physical premises and the interior and exterior of a building(s).

Implementation Specification – The Security Rule contains implementation specifications for implementing the Standards applicable to Administrative, Physical, and Technical Safeguards. The specifications are either required or addressable. The Plan must implement all required implementation specifications. For addressable implementation specifications, if the particular implementation specification is determined to be reasonable and appropriate, the Plan must implement it. Whether an addressable implementation specification is reasonable and appropriate depends on a variety of factors, such as the Plan’s size, complexity, and capabilities; the risk analysis; the risk mitigation strategy; and the cost. If an addressable implementation specification is determined to be an inappropriate or unreasonable security measure for the Plan, but the Standard cannot be met without implementation of an additional security safeguard, the Plan may implement an alternate measure that accomplishes the same end as the addressable implementation specification. If the Plan meets a Standard through alternative measures, the Security Official must document the decision not to implement the addressable implementation specification, the rationale behind that decision, and the alternative safeguard implemented to meet the Standard. The assessment for addressable implementation specifications must be periodically reassessed and updated as needed.
Information System – An interconnected set of information resources under the same direct management control that shares common functionality. A system normally includes hardware, software, information, data, applications, communications, and people.

Integrity – The property that data or information have not been altered or destroyed in an unauthorized manner.

Malicious Software – Software, for example, with a virus designed to damage or disrupt a system.

Password – Confidential authentication information composed of a string of characters.

Physical Safeguards – Physical measures, policies, and procedures intended/used to protect a covered entity’s electronic information systems and related buildings and equipment from natural and environmental hazards, and from unauthorized intrusion. The Security Rule adopts the following Standards for Physical Safeguards: Facility Access Controls, Workstation Use, Workstation Security, and Device and Media Controls.

Security or Security Measures – Encompass all of the administrative, physical and technical safeguards in an information system.

Security Incident – The attempted or successful unauthorized access, use, disclosure, modification, or destruction of information or interference with system operations in an information system.

Technical Safeguards – The technology and the policy and procedures for its use that protect electronic protected health information and control access to it. The Security Rule adopts the following Standards for Technical Safeguards: Access Control, Audit Controls, Integrity, Person or Entity Authorization, and Transmission Security.

User – A person or entity with authorized access.

Workstation – An electronic computing device, for example, a laptop or desktop computer, or any other device that performs similar functions and electronic media stored in its immediate environment.

BREACH NOTIFICATION
Policy Statement: It is the Plan’s policy to protect against the unauthorized acquisition, access, use, or disclosure of unsecured PHI which compromises the security or privacy of such information. Should there exist an unauthorized acquisition, access, use, or disclosure of unsecured PHI which compromises the security or privacy of such information, it is the Plan’s policy to notify affected individuals in accordance with the requirements of the Final Omnibus Rule, which was published in the Federal Register on January 25, 2013. 

Policy Effective Date: Initially effective September 23, 2009, updated effective September 23, 2013
Procedure: 

1.
Determine whether a Privacy or Security “breach” has occurred. 
All breach analyses will be documented on a “[INSERT PLAN NAME] Privacy & Security Incident Report Form.”

A “breach” is defined as: 

a. The acquisition, access, use, or disclosure of PHI in a manner that does not comply with the Privacy Rule; and 

b. Which compromises the security or privacy of such information. 

An acquisition, access, use or disclosure of PHI in a manner not permitted under the Privacy Rule is presumed to be a Breach unless the Plan or business associate, as applicable, demonstrates that there is a low probability that the PHI has been compromised based on a risk assessment of at least the following four factors:

a.
The nature and extent of the PHI involved, including the types of identifiers and the likelihood of re-identification;

b.
The unauthorized person who used the PHI or to whom the disclosure was made;

c.
Whether the PHI was actually acquired or viewed; and

d.
The extent to which the risk to the PHI has been mitigated.

The details of the risk assessment process are described in paragraph 2, below.    
“Unsecured PHI”: PHI (PHI transmitted or maintained in any form or medium, including electronic, paper, or oral form) that is not rendered unusable, unreadable, or indecipherable to unauthorized persons through the use of a technology or methodology specified in the applicable Federal Technology Guidance (as outlined in Appendix “A”).

NOTE: If the Plan implements the specified technologies and methodologies safe harbors as outlined in Appendix “A” with respect to PHI, it is not required to provide notifications under Federal law in the event of a “breach” of such information- that is, the information is not considered “unsecured” in such cases. If the Plan does not implement these safe harbor technologies and methodologies, then the Plan must follow the breach and resulting notification rules below. 
The Plan is required to DOCUMENT whether there has been an impermissible use or disclosure of unsecured PHI- whether a use or disclosure violates the Privacy regulations. 

2.
Determine whether there has been an impermissible use or disclosure of unsecured PHI. 

The Plan will first analyze whether the unauthorized acquisition, use or disclosure falls within one of the three exceptions to the breach/notice requirements as set forth below:

a. The unauthorized access or use of PHI is unintentional in nature and made by a workforce member or individual acting under authority of the Plan (acting on its behalf) if made in good faith and within the course and scope of employment or other professional relationship with the Plan, and such information is not further accessed or disclosed in a manner not permitted under the Privacy regulations. 

b. An inadvertent disclosure by an individual who is authorized to access PHI at the Plan, or the Plan’s business associate, to another person authorized to access PHI at the Plan or the same business associate, or organized health care arrangement in which the Plan participates, as long as the PHI is not further disclosed in a manner that violates the Privacy Rule. 

c. A disclosure of PHI where the Plan or a business associate (as applicable) has a good faith belief that an unauthorized person to whom the disclosure was made would not reasonably have been able to retain such information. For example, a health plan sends EOBs to the wrong individuals, and the EOBs are returned by the post office, unopened, as undeliverable. 

With respect to the three (3) exceptions discussed above, the Plan has the burden of proof for showing that an exception applies. The Plan will DOCUMENT why the use or disclosure falls under the exceptions.
If no exception applies, the Plan will perform a “risk assessment” to determine whether there is a low probability that the PHI has been compromised as a result of the impermissible use or disclosure. 

In determining whether there is a low probability that the PHI has been compromised, the Plan will consider the following factors:
a.
The nature and extent of the PHI involved, including the types of identifiers and the likelihood of re-identification (consider the type of PHI involved and the impermissible use or disclosure, such as whether the disclosure involved information of a more sensitive nature: SSN, diagnosis, credit card information, medication, treatment history, etc.);

b.
The unauthorized person who used the PHI or to whom the disclosure was made (for example, there is more risk if it was an unknown person than if it was another covered entity or business associate who is also subject to HIPAA);

c.
Whether the PHI was actually acquired or viewed (for example, an EOB is sent to the wrong individual, but returned unopened or a lost laptop is recovered and forensic analysis shows that no PHI has been accessed, viewed, acquired, transferred or otherwise compromised); and

d.
The extent to which the risk to the PHI has been mitigated (for example, if PHI is accidentally sent to the wrong physician’s office and the physician calls and informs the Plan that it received such information in error and certifies that it has been destroyed).
The risk assessment should be fact-specific. 

If it is determined that there is a low probability that the information has been compromised, then no breach has occurred and no notification is required.  
The Plan and its business associates (as applicable) will DOCUMENT their risk assessments, so that they can demonstrate to HHS, if necessary, that no breach notification was required following an impermissible acquisition, use or disclosure of PHI. This documentation will be maintained by the Plan for six years.
3.
Determine when a breach is considered “discovered.”  

A breach is considered “discovered” as of the first day when the incident becomes known, or by exercising reasonable diligence would have been known to the Plan, not when the Plan (or one of its business associates) concludes its analysis of whether the facts constitute a breach, and not when the investigation of the incident is complete (even if it is unclear whether the incident constitutes a breach).  

Knowledge of a breach starts the clock in terms of the period of time the Plan has to make the notifications to affected individuals. 
The Plan is deemed to have knowledge of a breach if such breach is known, or by exercising reasonable diligence, would have been known to any person, other than the person committing the breach, who is a workforce member or agent of the Plan. 

4.
Provide breach notifications to individuals affected by the breach.

Following the Discovery of a Breach of Unsecured PHI: The Plan will notify each individual whose unsecured PHI has been, or is reasonably believed to have been, inappropriately accessed, acquired, used or disclosed as a result of such breach.

When Notifications are Required: “Without unreasonable delay,” but no later than 60 calendar days after discovery of the breach. 

An investigation of a possible breach incident cannot take an unreasonable amount of time- if the Plan learns of a breach but unreasonably allows an investigation to lag for 30 days for example, this would constitute “unreasonable delay.” 

If a business associate is acting as an agent of the Plan, then the business associate’s discovery of the breach will be imputed to the Plan- so the Plan will, in such a case, provide breach notifications based on the time the business associate discovers the breach, not from the time the business associate notifies the Plan. 

If a business associate is an independent contractor of the Plan (the typical case), then the Plan will provide the breach notifications based on the time the business associate notifies the Plan of the breach.
The Plan will maintain a log of breaches of unsecured PHI discovered during the calendar year and report such information annually, within 60 days of the close of the calendar year, to the Secretary of HHS as required by Section 164.408. The Plan will maintain the log and documentation of HHS reporting for a period of six years.
5.
Determine the methods of notice to affected individuals. 

The methods of notice to affected individuals are as follows:

a. Written notice to the individual (or next of kin or personal representative if deceased, or if the individual lacks legal capacity due to a physical or mental condition, or being a minor- notice to the parent or other person who is the personal representative of the individual) at the last known address by 1st class mail (or email if specified by the individual).

b. If insufficient or out-of-date contact information, or if some notices are returned undeliverable, substitute notice- in the case of 10 or more individuals for which there is insufficient contact information, conspicuous posting on the home page of the Plan’s web site (for 90 days) {if applicable} or notice in major print or broadcast media. This substitute notice requires the Plan to have a toll free phone number, active for 90 days, where an individual can learn whether his or her PHI may be included in the breach and to include the number in the notice. If there are fewer than 10 individuals for whom the Plan has insufficient or out of date contact information, the Plan may provide substitute notice through an alternative form of written notice, by telephone, or other means (e.g., by email). 

c. If deemed to be urgent, notice by telephone or other method is permitted in addition to (but not in lieu of) the above methods.

d. If the breach affects or is reasonably believed to affect 500 or more individuals within any one state or jurisdiction, notice to “prominent media outlets” (not defined in the regulations, but would include television and newspaper) within the state or jurisdiction- county, city, or town (i.e., by press release). This method of notice is intended to supplement, not substitute for, individual or substitute notice. Notice to the media must include the same content for notification to individuals.  

e. Notice to HHS immediately (concurrently with the notification sent to the individual) for breaches involving 500 or more individuals. For breaches involving less than 500 individuals- annual notice to HHS is required (the Plan must maintain a log of breaches and annually submit the log to HHS documenting the breaches discovered during the preceding calendar year)- due before March 1 of each calendar year. The on-line instructions for submitting both notifications to HHS are found at:

http://www.hhs.gov/ocr/privacy/hipaa/administrative/breachnotificationrule/brinstruction.html. 

6.
Content of the notice to affected individuals.

The notice to affected individuals must be written in plain English and must include all of the following: 

a. a brief description of what happened- including date of the breach, and date of discovery of the breach, if known; 

b. a description of the types of unsecured PHI that were involved in the breach (name, Social, etc.);

c. the steps individuals should take to protect themselves from potential harm as a result of the breach; 

d. a brief description of what the Plan is doing to investigate the breach, to mitigate harm to the individual, and to protect against further breaches; and

e. the contact procedures for individuals to ask questions or learn additional information, which must include a toll-free number, an email address, web site, or postal address. 

The Plan has the burden of proof to demonstrate that all required notifications have been provided or that a use or disclosure of unsecured PHI did not constitute a breach.

The Plan will maintain documentation that all required notifications are made for a period of six years.
7.
Business Associates. 
The Plan’s business associates must notify the Plan when they discover a breach and identify for the Plan the individual(s) whose unsecured PHI has been, or is reasonably believed to have been, breached, so that the Plan (or the business associate, as the case may be defined in the business associate agreements) can notify affected individuals. 

When a breach is considered discovered by the business associate: A breach is treated as discovered by a business associate as of the first day on which the breach is known to the business associate, or by exercising reasonable diligence, would have been known to the business associate.

A business associate is deemed to have knowledge of the breach if the breach is known, or by exercising reasonable diligence would have been known, to any person, other than the person committing the breach, who is an employee, officer, or other agent of the business associate. 

When a business associate is required to notify the Plan of a breach: Generally, a business associate must provide notice of a breach to the Plan “without unreasonable delay” and in no case later than 60 days following the discovery of a breach, unless modified under the existing business associate agreement.  

Information that a business associate must provide to the Plan: 

A business associate must provide the following to the Plan (or other additional information as provided for in the existing business associate agreement):

a. to the extent possible, the identity of each individual whose unsecured PHI has been, or is reasonably believed to have been, breached; and

b. any other available information that the Plan is required to include in the notification to the individual, either at the time it provides notice to the Plan of the breach or promptly thereafter as information becomes available (a business associate should provide this information even if it becomes available after notifications have been sent to affected individuals or after the 60 day period). 

Depending upon the circumstances, business associates may provide the Plan with immediate notification of the breach, and then follow up with the required information when available, but “without unreasonable delay” and within 60 days. 

Business associate contracts: Existing business associate agreements will take into account the requirements of the HIPAA Final Omnibus Rule.  

8.
New York State Information Security Breach and Notification Act.
New York State has its own, similar breach notification law that must be complied with, in addition to the Federal Breach Notification Rules - the “New York State Information Security Breach and Notification Act.” 

Though in typical cases, compliance with the Federal rules should satisfy the New York State rules, nonetheless, each situation has to be looked at separately for compliance with both the State and Federal Rules.

An additional requirement under the New York State rules is that when breach notification is necessary, the Plan must also notify three (3) New York State offices: the NYS Attorney General (AG), the NYS Office of Cyber Security & Critical Infrastructure Coordination (CSCIC) and the Consumer Protection Board (CPB).  

Information on New York State’s Information Security Breach and Notification Act can be found at Appendix “B” and at http://www.cscic.state.ny.us/security/securitybreach/.

Any contrary provisions of the New York State Information Security Breach and Notification Act will be preempted by the Federal Breach Notification rules. The New York State Information Security Breach and Notification Act will be considered “contrary” only if the Plan would find it impossible to comply with both it and Federal requirements, or if it stands as an obstacle to the accomplishment and objectives of the Federal Breach Notification provisions.

9.
Law Enforcement Delays.
If a law enforcement official determines that notification, notice, or posting required under the rules would impede a criminal investigation or damage national security, then such notification, notice or posting has to be delayed. So, the Plan would have to temporarily delay notifications if instructed by a law enforcement official to do so. 

[Insert name of Plan]’s PRIVACY & SECURITY INCIDENT REPORT FORM
Name and title of person preparing this report: 
Date of report: 

Name and title of person reporting the incident: 

Date and time of privacy/security incident: 

	Type of privacy/security incident (check the appropriate box):

	__  Unauthorized access 
	__  Network penetration/intrusion

	__  Unauthorized use or disclosure
	__  Misdirected email containing ePHI

	__  Unauthorized modification of data
	__  Improper equipment disposal

	__  Theft of equipment
	__  Log-in discrepancies

	__  Loss of equipment
	__  Backup failure

	__  Unattended workstation
	__  Data entry errors

	__  Software malfunction
	__  Other:   

	__  System failure
	

	__  Malicious software (virus, Trojan  

        Horse, worm, etc.)
	

	Provide a brief description of the privacy/security incident including persons and equipment involved:



	Description of response:



	Summary (including outcome of response to privacy/security incident with description of mitigation of harm caused if applicable):

Risk assessment:
Risk assessment. An acquisition, access, use, or disclosure of PHI in a manner not permitted by the Privacy Rule is presumed to be a breach and must be reported unless the Plan demonstrates that there is a low probability that the PHI has been compromised based on a risk assessment of at least the factors listed below. (Note: You MUST document your consideration of ALL of the factors listed below.)
Factor 1. Consider the nature and extent of the PHI involved, including the types of identifiers (and the likelihood of re-identification if the PHI is de-identified). Consider whether the more sensitive financial information was involved, such as credit card numbers, Social Security numbers, or other information that increases the risk of identity theft or financial fraud. For clinical information, this may involve consideration of not only the nature of the services (mental health, STD, cosmetic surgery) but also the amount of detailed clinical information involved (diagnosis, medication, medical history, test results). 

Consider whether the PHI could be used in a manner adverse to the patient or to further the unauthorized recipient’s own interests. Describe the PHI involved, including identifiers and likelihood of re-identification (if the PHI is de-identified): ______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Consider whether PHI could be used in a manner adverse to the individual or to further the unauthorized person’s interests: ___________________________________________________ ______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Factor 2. Consider the unauthorized person who used or received the PHI. (This factor must be considered if the PHI was impermissibly used within the Plan  as well as when the PHI is disclosed outside of the Plan. Consider whether this person has legal obligations to protect the information - for example, is the person a covered entity required to comply with HIPAA, or a government employee or other person required to comply with other privacy laws? If so, there may be a lower probability that the PHI has been compromised. Also consider if the unauthorized person has the ability to re-identify the information.) 
Describe who used or received the PHI, whether they have legal obligation to protect the PHI, and whether they can re-identify the PHI (if the PHI is de-identified):
______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Factor 3. Consider whether the PHI was actually acquired or viewed. (If electronic PHI is involved, this may require a forensic analysis of the computer to determine if the information was accessed, viewed, acquired, transferred, or otherwise compromised.) Describe whether the PHI was actually acquired or viewed (attach report from a computer forensic analyst, if one was obtained):_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Factor 4. Consider the extent to which the risk to the PHI has been mitigated — for example, as by obtaining the recipient’s satisfactory assurances that the PHI will not be further used or disclosed (through a confidentiality agreement or similar means), has been completely returned, or has been/will be destroyed. (The Plan should consider the extent and efficacy of the mitigation when determining the probability that the PHI has been compromised. OCR notes that this factor, when considered in combination with the factor regarding the unauthorized recipient, may lead to different results in terms of the risk to PHI. For example, the Plan may be able to obtain and rely on the assurances of an employee, affiliated entity, business associate, or another covered entity that the person destroyed the information. However, such assurances from other third parties may not be sufficient.) 

Describe risk mitigation steps taken:________________________________________________

____________________________________________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Factor 5. Describe any other relevant factors (write “none” if appropriate): _________________

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Based on the foregoing factors, is there a low probability that the PHI has been compromised? ‰ 

□    Yes (there is a low probability), thus no breach reporting required under HIPAA. �

□    No (there is not a low probability; there is a higher probability) thus breach reporting is required under HIPAA.


ADMINISTRATIVE SAFEGUARDS

SECURITY MANAGEMENT PROCESS

Policy

The Plan’s Policies and Procedures attempt to prevent, detect, contain, and correct violations of the HIPAA Security Rule.

Procedure

Risk Analysis (Required Implementation Specification)

1. The Plan conducts an accurate and thorough assessment of the potential risks and vulnerabilities to the confidentiality, integrity, and availability of electronic protected health information (or “ePHI”) held by the covered entity.

2. The Plan identifies and logs potential and actual threats to ePHI. The Plan analyzes the risk of improper access to stored information and the risk of interception during electronic transmission of the information.

3. The Plan identifies vulnerabilities by determining how and why ePHI may be threatened.

4. The Plan considers logs, access reports, and incident tracking to determine whether security controls are adequately preventing threats.
5. The Plan determines the likelihood of risk by reviewing the results of its security control analysis and comparing them to potential and actual threats and vulnerability. This data is logged.
6. The Plan conducts an impact analysis by determining whether new or modified security safeguards and procedures beyond what the Plan has in place should be established. This data is logged.
7. The Plan determines what ePHI is at risk and records such information.
8. Utilizing all of the information gathered in the risk analysis, the Plan develops security control recommendations and records such information.
9. The security control recommendations are backed up by the documentation of the entire risk analysis.

Risk Management (Required Implementation Specification)

10. The Plan selects and implements security measures sufficient to reduce risks and vulnerabilities to the confidentiality, integrity, and availability of ePHI to a reasonable and appropriate level.

11. Reasonable and appropriate risk management decisions are made taking into account the Plan’s size, complexity, technical capabilities, risk analysis, and costs of security measures.

12. The Plan makes periodic audits to determine the effectiveness of implemented security measures.

13. The Plan reassesses the potential risks and vulnerabilities to ePHI on a periodic basis and updates the security measures and safeguards for such ePHI to reflect any changes in the risks and vulnerabilities assessment.

14. Network, systems, and applications that send, receive, store, or access ePHI must comply with the HIPAA Security Policies and Procedures.

15. The Plan maintains network and system diagrams and associated system documentation.

16. The Plan has a system inventory detailing the Plan’s systems, including servers and workstations, and has identified relevant information technology and computing resources.

Sanctions Policy (Required Implementation Specification)
17. The Plan applies appropriate sanctions against trustees and workforce members who fail to comply with Plan’s security policies and procedures. The Plan will investigate and mitigate HIPAA security violations and incidents in a timely manner and will not intimidate or retaliate against any trustee or workforce member who reports the HIPAA Security violation or Security Incident.

18. The Plan has developed a set of sanctions to be applied to trustees and workforce members who fail to comply with the Plan’s HIPAA Security Policies and Procedures. The Plan communicates this sanctions policy to all affected persons.

19. The Security Official determines the sanction appropriate to the level of the infraction. Sanctions can include verbal warnings, written warnings, probationary periods, termination of access rights to ePHI, termination of employment and termination of trusteeship.

20. The Plan will not intimidate, threaten, coerce, discriminate against, or retaliate against any trustee or workforce member who reports a HIPAA security violation or incident.

21. The Security Official will: (a) investigate the perceived violation; (b) question the person reporting the perceived violation; (c) question the person (Plan employee, trustee, agent, subcontractor, or business associate) who is perceived to have violated the regulations or Plan’s policies and procedures; (d) consider applicable evidence; (e) decide whether there has been a violation of the regulations or the Plan’s policies and procedures; (f) determine the appropriate sanction (the Security Official has discretion to determine appropriate sanctions); (g) keep a record of the sanctions imposed; and (h) maintain an accurate record of the investigation.

22. Violations of the Plan’s HIPAA Security Policies and Procedures or violations of HIPAA include, but are not limited to, the following:

a. Accessing information not needed to perform one’s duties.

b. Sharing computer access codes (user name and password).

c. Improperly changing PHI.

d. Discussing confidential information in a public area or in an area where the public could overhear the conversation.

e. Discussing confidential information with an unauthorized person.

f. Failing to cooperate with the Privacy Officer or Security Official.

g. Using or disclosing PHI without authorization.

h. Using another person’s computer access codes (user name and password).

i. Failing to comply with the Security Official’s resolution or recommendation.
j. Engaging in personal use of the Plan’s information systems in a way that negatively impacts the Plan’s operations.
k. Failing to routinely change passwords as designated in the Policies and Procedures.
l. Opening/double clicking email attachments from unknown senders or opening/double clicking unexpected email attachments or executable email attachments (ending in .com, .exe, .bat) without authorization.

m. Failing to safeguard passwords.

n. Failing to report security incidents.

o. Disabling virus scanning, spyware scanning, pop-up blocker, etc.

p. Violating any of the Security Policies and Procedures.

Information System Activity Review (Required Implementation Specification)

23. The Plan regularly reviews records of information system activity, including but not limited to, audit logs, access reports, and security incident tracking reports to ensure the prevention, detection, containment, and correction of security violations.
24. The Security Official reviews the records of the information system activity monthly and whenever circumstances warrant and documents all such reviews.
25. The Security Official may expand the review of the information system activity records to include any necessary documentation or interviews to facilitate and complete an internal review as indicated by the Risk Analysis.
26. Security incidents, such as activity exceptions and unauthorized access attempts, are detected, logged, and reported immediately to the Security Official.

ASSIGNED SECURITY RESPONSIBILITY

Policy

The Plan identifies the Security Official who is responsible for the development and implementation of the Plan’s HIPAA security policies and procedures.  

Procedure

1. The Plan designates ____________________ as the Security Official responsible for compliance with the HIPAA Security Rule. The Plan will document this designation and maintain such documentation for six years after the person designated as the Security Official is no longer the Plan’s Security Official.

2. The Security Official develops policies and procedures related to the Security Rule governing electronic protected health information.

3. The Security Official is responsible for implementing all of the Plan’s policies and procedures related to use and disclosure of ePHI, as required by the Security Rules.

WORKFORCE SECURITY

Policy

The Plan’s policies and procedures attempt to ensure that all individuals have appropriate access to electronic protected health information and to prevent individuals who do not have access to ePHI from obtaining it.  

Procedure

1. The Security Official designates all trustees and workforce members who have access to ePHI.

2. The Plan terminates access to ePHI and the Plan’s information systems and facilities immediately upon termination of employment or trusteeship or sooner if warranted. Access privileges are also revoked if access is no longer necessary for a person to perform his or her Plan-related responsibilities.

3. The Plan ensures that its trustees and workforce members receive security awareness training.
Authorization and/or Supervision (Addressable Implementation Specification)

4. The Security Official authorizes or supervises operations and maintenance personnel when working with ePHI or in locations where ePHI resides. [Elaborate on procedures if this specification applies.]
Workforce Clearance Procedures (Addressable Implementation Specification)

5. The hiring practices of the Plan include reference checks and, if necessary and appropriate, background checks to ensure that appropriate access to ePHI is granted to an individual. [Elaborate on procedures if this specification applies.]
Termination Procedures (Addressable Implementation Specification)

6. Upon termination of an individual, the Plan immediately changes access codes to the facility and computer, changes keycodes, changes alarm system codes, and deletes accounts. This procedure applies to voluntary and involuntary terminations. [Elaborate on procedures if this specification applies.]
INFORMATION ACCESS MANAGEMENT

Policy

The Plan authorizes access to electronic protected health information. Access to ePHI is authorized, established, maintained, and modified based on the minimum amount of protected health information necessary for individuals to perform their functions effectively.  

Procedure

1. Only authorized trustees and workforce members are authorized to have access to ePHI.  

2. The Plan creates user accounts if and when new employees are hired or trustees are appointed.  

3. The Plan modifies and revokes access privileges and user accounts as appropriate.

4. The Plan clearly identifies remote individuals’ access to ePHI and associated risk; regularly reviews the security of remote access systems and their configuration; monitors remote access activity; and authorizes approval of remote access activity as appropriate.

Access Authorization (Addressable Implementation Specification)

5. The Plan follows procedures for granting access to ePHI, including access to ePHI through a workstation, transaction, program, process, or other mechanism. [Elaborate on procedures if this specification applies.]
Access Establishment and Modification (Addressable Implementation Specification)

6. The Plan establishes, documents, reviews, and modifies a user’s right of access to a workstation, transaction, program, or process, based on the Plan’s access authorization policies. [Elaborate on procedures if this specification applies.]
SECURITY AWARENESS AND TRAINING

Policy

The Plan has adopted a security awareness and training program for trustees and workforce members.
Procedure

1. The Security Official has adopted security awareness and training that is reasonable and appropriate to allow trustees and workforce members to carry out their functions. The Security Official reviews the Security Policies and Procedures with all trustees and workforce members.

2. Security training is provided to new trustees and workforce members before access to ePHI and the Plan’s information systems are authorized.

3. Security training is provided to all trustees and workforce members whenever there are changes to the Plan’s Security Environment.

4. Documentation of the security awareness and training is maintained by the Security Official for 6 years from the date the training was provided. 

Security Reminders (Addressable Implementation Specification)

5. The Plan will provide periodic security reminders and periodic security updates, no less than _________. [Elaborate on procedures if this specification applies.]
Protection from Malicious Software (Addressable Implementation Specification)

6. The Plan has implemented procedures for protection from malicious software, using virus protection software. Current anti-virus and anti-spyware software in use includes software from _________. Other commercially available anti-virus and anti-spyware software may be used as needed in the future.

7. Trustees and workforce members are not allowed to open email attachments from unknown or untrustworthy sources and are not allowed to download software from the Internet or install software on desktops or laptops without prior authorization. 

[Elaborate on procedures if this specification applies.]

Log-In Monitoring (Addressable Implementation Specification)

8. The Plan will implement procedures for monitoring log-in attempts and for reporting discrepancies. The Plan’s applications and operating systems track user authentications and failures and are configured to lock accounts after repeated failed logins. [Elaborate on procedures if this specification applies.]
Password Management (Addressable Implementation Specification]

9. The Plan has implemented a process for creating, changing, and safeguarding passwords. Passwords cannot be shared with others.

10. Trustees and workforce members must change their passwords every 90 days. Group passwords are not allowed.

[Elaborate on procedures if this specification applies.]
SECURITY INCIDENT PROCEDURES

Policy

The Plan identifies and responds to suspected or known Security Incidents; mitigates, to the extent practicable, the harmful effects of Security Incidents that are known to the Plan; and documents Security Incidents and their outcomes.  

Procedure

Response and Reporting (Required Implementation Specification)

1. Security Incidents are reported formally and in writing and the Plan responds to reported security violations promptly. 
2. All individuals with any contact with ePHI must immediately report any suspected or known Security Incident to the Security Official.

3. The Security Official keeps a log of all reports of Security Incidents, including any discovered by the Security Official. All security incidents will be documented on a “[INSERT PLAN NAME] Privacy & Security Incident Report Form.”
4. The Security Official immediately determines the appropriate response to the Security Incident and documents such response.

5. The Security Official adjusts any policy or procedure that may need change to prevent any further Security Incident, or possible Security Incident; documents such change; and notifies all trustees and workforce members of such change.

6. The Security Official follows up, within six (6) months, on each Security Incident to determine any unexpected consequences and documents same.
7. The Security Official reviews the Security Incident documentation at least annually to determine if there is a pattern of violations.

8. The Security Official may consult with internal or external consultants to assure that Security Incidents are being handled in the most prudent manner possible.  

9. Documentation related to security incidents and their outcomes is retained for 6 years from the date of the occurrence of the incident. 

CONTINGENCY PLAN

Policy

The Plan has adopted a contingency plan for responding to system emergencies. The Plan considers how natural disasters could damage systems that contain electronic protected health information. The contingency plan includes a data backup plan, disaster recovery plan, emergency mode operation plan, testing and revision procedures [if applicable], and applications and data criticality analysis [if applicable].  
Procedure
Data Backup Plan, Disaster Recovery Plan, and Emergency Mode Operation Plan (Required Implementation Specifications)

1. The Security Official creates and maintains retrievable exact copes of ePHI. Included in this process are:

a. Daily and weekly backups of any electronic media that contain ePHI. The backups are stored at ____________;

b. Procedures to restore any loss of data;

c. Procedures to enable continuation of critical business processes for protection of the security of ePHI while operating in emergency mode; and

d. An “emergency mode operations plan” for critical business processes that must occur to protect the security of ePHI during and immediately after a crisis situation.

[Elaborate on these procedures as appropriate.]

2. A copy of the contingency plan is maintained in a fireproof safe deposit box located at _________.

3. All trustees and workforce members receive training for implementing the contingency plan’s procedures.

4. The Contingency Plan requires: [Inset information regarding (a) required secure office space; (b) internet and telephone access; (c) furniture/workstations; (d) computers, software, printers, routers, and hubs/switches; and (e) cables and connectors for workstations].
Testing and Revision Procedures (Addressable Implementation Specification)

5. The Plan evaluates, tests, and revises the Contingency Plan to ensure that it is effective and up-to-date. [Elaborate on procedures if this specification applies.]
Applications and Data Criticality Analysis (Addressable Implementation Specification)

6. The Plan assesses the relative criticality of specific applications and data in support of other Contingency Plan components. [Elaborate on procedures if this specification applies.]
EVALUATION

Policy

The Plan performs periodic technical and nontechnical evaluations of security compliance. The initial evaluation is accomplished using the security rules. Subsequent evaluations will be conducted in response to environmental or operational changes affecting the security of ePHI.  

Procedure

1.
At least once each year, the Security Official reviews all logs and office forms.

2.
The Security Official drafts a report that includes, at a minimum:

a. A summary of all the security violations that have occurred since the prior report.

b. The reason for each violation.

c. The corrective action to cure the violation.
d. Any change in policy that has, or should be, enacted due to the violation.

e. Any changes to the technology utilized by the Plan, along with suggestions regarding policy or procedure changes to address any new security risks.

f. Any changes to the HIPAA Security Rule and any suggestions for changes to security policies or procedures to correspond to such changes.

g. A commentary of the overall successes and failures of the security program.

3. Existing policies and procedures are reviewed to determine if they are sufficient in light of such environmental and operational changes.

4. The Plan assesses the need for new evaluations based on changes to the security environment since the last evaluation, taking into consideration such issues as the adoption of new technology and recognizing additional risks to the security of ePHI.

BUSINESS ASSOCIATE AGREEMENTS

Policy

The Plan enters into a business associate agreement with each entity or person who is not a trustee or workforce member and who performs (or assists in the performance of) any activity that requires the Plan to disclose ePHI to such person or entity (“Business Associate”).

Procedure

1. The Plan assures that Business Associates appropriately safeguard ePHI by requiring Business Associates to do so.

2. The Plan requires the execution of a written Business Associate agreement by all Business Associates that create, receive, maintain, or transmit ePHI.

3. The Plan maintains a copy of each signed Business Associate agreement in its files.

4. A sample Business Associate agreement is annexed to these Policies and Procedures.  

PHYSICAL SAFEGUARDS

FACILITY ACCESS CONTROLS

Policy

The Plan limits physical access to its electronic information systems and the facility or facilities in which they are housed, while ensuring that properly authorized access is allowed.

Procedure

Contingency Operations (Addressable Implementation Specification)

1. In the event of a disaster (e.g., small fire) or breach of physical security controls (e.g., theft, vandalism, etc.) the Security Official, ___________, will be the point of contact for the local police, fire department, alarm company, and trustees. The Security Official will be contacted immediately to allow access to the system and facilities during emergencies and during non-business hours to support restoration of data. In the absence of the Security Official, __________ will be the point of contact for local police, fire department, and alarm company. [Elaborate on procedures if this specification applies.]
Facility Security Plan (Addressable Implementation Specification)

2. [Describe Plan office space, building access, security presence, motion sensors, alarm systems, etc.] 

3. [Describe Data Center.]

4. All possible entrances to the Plan office are set forth on the diagram attached hereto. All such entrances may be utilized to access the facility in the event of a disaster or emergency.

5. The Plan maintains a log that tracks any changes to the Plan office that houses hardware and software containing ePHI. The log tracks any changes of locks, doors added or removed, walls surrounding claims work stations, and changes to hardware.

[Elaborate on procedures if this specification applies.]

Access Control and Validation Procedures (Addressable Implementation Specification)

6. [Describe procedures applicable to visitors (badges, accompaniment, monitoring).] 

7. Only authorized individuals are granted access to the facility and given key access or security code access.

8. Temporary authorization to access the Plan’s facility and electronic information systems is granted to repair personnel or technicians during emergencies for the purpose of restoring lost data or repairing damaged equipment.

[Elaborate on procedures if this specification applies.]

Maintenance (Addressable Implementation Specification)

9. [Describe/identify who makes all physical repairs and modifications to the building in which the Plan is located.]

10. A log is kept to document all repairs to the Plan office area and modifications to the physical security components of the Plan office, including, but not limited to, locks, doors, and other physical access controlled hardware.

11. ______________________ is responsible for maintenance of the hardware, walls, doors, and locks outside of the Plan office and in the common areas of the building.

[Elaborate on procedures if this specification applies.]

WORKSTATION USE

Policy

The Plan specifies the proper functions to be performed, the manner in which those functions are to be performed, and the physical attributes of the surroundings, of the workstation or class of workstation that can access electronic protected health information.

Procedure

1. Each person is assigned his or her workstation.

2. Each person works with ePHI only from his or her own workstation.

3. Each person logs on to work with ePHI only when there is a need to do so for immediately pending work.

4. Each person logs off from the workstation if the person will be leaving the area of the workstation.

5. The Security Official causes automatic logoff procedures to be implemented that will disconnect a person’s connection to ePHI access due to inactivity after a reasonable period of time, not to exceed 20 minutes.

6. The system automatically logs off when a person enters and leaves the workstation.

WORKSTATION SECURITY

Policy

The Plan has implemented physical safeguards for all workstations that access ePHI to restrict access to authorized users.  

Procedure

1. The Security Official reviews the results of the Risk Analysis and determines the extent to which physical safeguards are needed to restrict authorized users.

2. The Security Official has caused the following to be implemented:

a. Authorized users are assigned a password.

b. Automatic logoff procedures have been implemented.

c. Password protected access from outside the workplace (e.g., laptop access) is limited to an “as needed” basis, with software for such access being installed on a case-by-case-basis.

DEVICE AND MEDIA CONTROLS

Policy

The Plan has implemented policies and procedures that govern the receipt and removal of hardware and electronic media that contain electronic protected health information into and out of a facility, and the movement of these items within the facility.
Procedure

1. The Plan maintains an accurate inventory of its hardware and electronic media.

Disposal (Required Implementation Specification)

2. The Plan documents the disposal of all hardware, diskettes, tapes, and other electronic media and the movement of such items into and out of the Plan’s facilities. The Plan creates a retrievable, exact copy of ePHI, when needed, before the movement of equipment.

3. The Security Official keeps a log to record the disposition of electronic protected health information or the hardware or electronic media on which it is stored.

a. The log includes the reason for disposal or movement, along with the date.

b. The Security Official periodically compares the log to the Information System Activity Review in an attempt to determine any correlation between security incidents and disposal.

Media Re-Use (Required Implementation Specification)

4. If it is determined the media is recyclable, the following procedure applies.

a. The media is erased using the most current method for erasing media.

b. The Security Official tests the media to ensure that all ePHI has been erased.

c. If the Security Official determines that the media is free from all data, and is reusable, it may be redistributed for use.

5. Media that is no longer suitable for reuse must be destroyed. Diskettes, Zip disks, and Compact Disks may be shredded in heavy-duty shredders. Workstations that are no longer going to be used in the Plan’s office must have their hard disks erased using an approved media overwrite program. If the hard drives are no longer operational, they are removed from the workstation before disposing of the workstation.  

Accountability (Addressable Implementation Specification)

6. Any person with access to ePHI who receives and removes hardware or software out of a facility must sign a Hardware/Software Removal Log.

7. Any such removal must be preapproved by the Security Official.

8. Workstations or servers in need of repair are repaired onsite if possible. Workstations requiring offsite repair must have their hard disks erased using an approved media overwrite program. If the hard drives are no longer operational, the Plan removes them from the workstation before sending the workstation out for repairs.

9. Workstations and storage media that are going to be reused outside of the Plan’s office are overwritten using an approved media overwrite program. CD-R and CD-RW disks are shredded when no longer being used for backup or archival purposes.

Data Backup and Storage (Addressable Implementation Specification)

10. If a device or media contains the only copy of ePHI that is required or needed, a retrievable copy of the ePHI is made prior to disposal.
11. If using removable media for the purpose of system backups and disaster recovery and the removable media is stored and transported in a secure environment in accordance with the Security Rule, the use of a data destruction tool between uses is not necessary.
TECHNICAL SAFEGUARDS

TECHNICAL ACCESS CONTROLS

Policy

The Plan has implemented technical policies and procedures for electronic information systems to allow access only to those persons or software programs that have been granted access rights. 
Procedure

Unique User Identification (Required Implementation Specification)

1. Plan office trustees and workforce members are assigned unique User IDs and have unique passwords for [Insert computers/computer systems, networks, domains, etc. and describe how passwords and IDs are chosen or assigned].
2. When requesting access to any network, system, or application that accesses, transmits, receives, or stores ePHI, all trustees and workforce members must supply an assigned unique User ID and a secure password.

3. A person cannot allow others to use his or her unique User ID and password.

4. All trustees and workforce members must ensure that their User ID and password are not documented, written, or otherwise exposed in an insecure manner.

5. All trustees and workforce members must ensure that their assigned User ID and password are protected and only used for legitimate access to networks, systems, and applications.

6. If a person believes that his or her User ID and password have been compromised, he or she must report that Security Incident to the Security Official.

Emergency Access Procedure (Required Implementation Specification)

7. The Security Official has 24-hour access to the facility and is on call for responding to any emergency.

8. The Plan periodically tests and determines the appropriateness of its emergency access procedure.

9. Temporary access to ePHI or the Plan’s information system is provided in emergencies.

Data Backup and Storage (Addressable Implementation Specification)

10. The Plan’s Contingency Plan describes the Plan’s emergency access procedures.

11. The Plan will conduct daily and weekly “differential” backups on tape or disc. The daily backup will be kept onsite and the weekly backup will be kept offsite in a fireproof safe deposit box.

Automatic Logoff (Addressable Implementation Specification)
12. Workstations are configured to automatically block the screen with password protection after a period of inactivity and require a password to unlock the screen. All workstations automatically lock the screen after no more than ___ minutes of inactivity. [Elaborate on procedures if this specification applies.]

Encryption and Decryption (Addressable Implementation Specification)

13. [If applicable,] encryption is not an appropriate safeguard at this time since:

a. Physical controls appear to be sufficient to protect against theft of Plan information systems.
b. There is limited network access to services.
c. User authentication is enforced by the system.
d. The Plan office has procedures in place to protect against the threat of disclosure when disposing of media.
e. The Plan has implemented comprehensive audit tracking and monitoring to ensure that only authorized users are gaining access to ePHI.
f. The Plan has implemented, or is pursuing, encrypting file systems where encryption can reasonably apply.
g. The ________ email system is configured to encrypt the Plan’s email.  
[Elaborate on procedures if this specification nonetheless applies.]

AUDIT CONTROLS

Policy

The Plan has implemented hardware, software, and procedural mechanisms that record and examine activity in information systems that contain or use electronic protected health information.  

Procedure

1.   An audit is conducted whenever it is deemed necessary by the Security Official.

2.
The Fund audits user login successes and failures, all changes to member ePHI, with User ID and timestamp, and all actions taken by an administrator.

3.   The Fund’s audit log includes User ID, login date/time, activity time, and activity reports.

4.   System audit logs are reviewed on a periodic basis.

5. The Fund retains audit logs for a period of six (6) months from the date of creation.

6. The events logged by the Fund include the following:

a. Changes in hardware configuration.

b. Creation and removal of accounts.

.


INTEGRITY OF ELECTRONIC PROTECTED HEALTH INFORMATION

Policy

The Plan protects electronic protected health information from improper alteration or destruction by following the procedures set forth herein.  
Procedures

Mechanism to Authenticate ePHI (Addressable Implementation Specification)

To corroborate that ePHI has not been altered or destroyed in an unauthorized manner, the Security Official will: (a) Test the use and transmission of ePHI internally; and (b) Test the use and transmission of ePHI with a business associate. [Elaborate on procedures if this specification applies.]

PERSON OR ENTITY AUTHENTICATION

Policy

The Plan’s information systems verify that the person or entity seeking access to electronic protected health information is the one claimed.

Procedure

1.
The Plan verifies that a person (or a person representing an entity) seeking access to ePHI is who the person says he or she is through the Security Official using the following applicable and appropriate methods for the Plan:

a. A “digital signature” verified electronically;

b. “Soft tokens” or a telephone callback that use a physical devise for user identification;

c. “Automatic logoff” and “unique user identification”; or

d. “Automatic logoff” and “unique user identification” coupled with at least one of the following: (i) a “biometric” identification system; (ii) a “password” system; (iii) a “personal identification number”; or (iv) any other appropriate measure as identified by Security Official.

2. Reasonable efforts are made to verify the identity of the receiving person or entity prior to transmitting ePHI.

3. The Plan authenticates contractors and business associates.

4. The Plan requires trustees and workforce members to follow its password management policies and procedures to create and safeguard their User ID and password to prevent unauthorized access to the Plan’s information system.

TRANSMISSION SECURITY

Policy

The Plan implements technical security measures to guard against unauthorized access to electronic protected health information that is being transmitted over an electronic communication network.  
Procedure

1. The general rule is that ePHI may not be transmitted via email.

2. If ePHI must be transmitted in email communications, only the minimum amount of protected health information needed to achieve the purpose of the communication is allowed to be transmitted and must be in accordance with the Plan’s minimum necessary disclosure policies and procedures.

3. When transmitting protected health information in email communications, the following statement must be included in the email as an extra precaution:

Confidentiality Requirement: This email message, including any attachment(s), is for the sole use of the intended recipient(s) and may contain confidential information. Any unauthorized review, use, disclosure, or distribution is strictly prohibited. If you are not the intended recipient, please immediately contact the sender by email.

4. ePHI may only be transmitted to authorized parties.

5. Prior to transmitting ePHI, the receiving person or entity must be authenticated.

Integrity Controls (Addressable Implementation Specification)

6. The Plan controls network access by requiring individual identification, passwords, and authentication. [Elaborate on procedures if this specification applies.]
Encryption (Addressable Implementation Specification)

7. If ePHI must be transmitted in email communications, it must be encrypted or password protected (if authorized) using SecureZIP or a similar secure method.

8. If it is not possible to encrypt email or use password protection, then cease emailing all ePHI.

[Elaborate on procedures if this specification applies.]

FIREWALL ADMINISTRATION
Policy
All networks housing ePHI repositories must be appropriately secured.
Procedure 

To ensure that all networks containing ePHI-based systems and applications

are appropriately secured, the following policies and procedures must be followed:

Networks containing ePHI-based systems and applications must implement perimeter security and access control with a firewall.

Firewalls must be configured to support the following minimum requirements:
a. Limit network access to only authorized workforce members and entities.
b. Limit network access to only legitimate or established connections. An established connection is return traffic in response to an application request submitted from within the secure network.
c. Console and other management ports must be appropriately secured or disabled.
d. Implement mechanism to log failed access attempts.
e. Must be located in a physically secure environment.

Documentation should include a configuration plan that outlines and explains the firewall rules.

APPENDIX A: FEDERAL TECHNOLOGY GUIDANCE
Note: The Department of Health & Human Services has indicated that it plans to periodically update its Federal Technology Guidance. As this occurs, this Appendix will be revised.

Federal Safe Harbors*

1. Encryption (electronic PHI).  

2. Destruction (paper and electronic media (disk, flash-drive, etc.) on which PHI is resting). If PHI is destroyed prior to disposal in accordance with the Federal Technology Guidance, no breach notification is required following access to the disposed hard copy or electronic media by unauthorized persons. 

Encryption: Electronic PHI has been encrypted as specified in the HIPAA Security Rule by the use of an algorithmic process to transform data into a form in which there is a low probability of assigning meaning without use of a confidential process or key and such confidential process or key that might enable decryption has not been breached. To avoid a breach of the confidential process or key, these decryption tools should be stored on a device or at a location separate from the data they are used to encrypt or decrypt.

The encryption processes identified below have been tested by the National Institute of Standards and Technology (“NIST”) and judged to meet the above standard:

1. “Data at Rest” (includes data that resides in databases, file systems, flash drives, memory and other structured storage method)- NIST Special Publication 800-111, “Guide to Storage Encryption Technologies for End User Devices” (http://www.csrc.nist.gov/).

2. “Data in Motion” (includes data that is moving through a network, including wireless transmission, whether by email or structured electronic interchange)- NIST Special Publications 800-52, “Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations;” 800-77, “Guide to IPsec VPNs;” or 800-113, “Guide to SSL VPNs;” or others which are Federal Information Processing Standards (FIPS) 140-2 validated (http://www.csrc.nist.gov/).

Destruction: The media on which PHI is stored or recorded has been destroyed in one of the following ways:

1. Paper, film, or other hard copy media have been shredded or destroyed such that the PHI cannot be read or otherwise cannot be reconstructed. Redaction is specifically excluded as a means of data destruction.

2. Electronic media have been cleared, purged or destroyed consistent with NIST Special Publication 800-88, “Guidelines for Media Sanitation” (http://www.csrc.nist.gov/) such that PHI cannot be retrieved. 

*Note: The above safe harbors should be reviewed annually, based on updated technologies and/ or methodologies guidance from HHS. 

APPENDIX B: NEW YORK STATE’S INFORMATION SECURITY BREACH & NOTIFICATION ACT
(NYS General Business Law §899-aa)
Definitions

“Personal information”: any information concerning a natural person which, because of name, number, personal mark, or other identifier, can be used to identify such natural person.

“Private information”: personal information consisting of any information in combination with any one or more of the following data elements, when either the personal information or the data element is not encrypted, or encrypted with an encryption key that has also been acquired: (1) Social Security number; (2) driver’s license number or non-driver identification card number; or (3) account number, credit or debit card number, in combination with any required security code, access code, or password that would permit access to an individual’s financial account. “Private information” does not include publicly available information which is lawfully made available to the general public from federal, state, or local government records.

“Breach of the security of the system”: unauthorized acquisition or acquisition without valid authorization of computerized data that compromises the security, confidentiality, or integrity of personal information maintained by a business. Good faith acquisition of personal information by an employee or agent of the business for the purposes of the business is not a breach of the security of the system, provided that the private information is not used or subject to unauthorized disclosure. In determining whether information has been acquired, or is reasonably believed to have been acquired, by an unauthorized person or a person without valid authorization, such business may consider the following factors, among others: (1) indications that the information is in the physical possession and control of an unauthorized person, such as a lost or stolen computer or other device containing information; or (2) indications that the information has been downloaded or copied; or (3) indications that the information was used by an unauthorized person, such as fraudulent accounts opened or instances of identity theft reported.

“Consumer reporting agency”: any person which, for monetary fees, dues, or on a cooperative nonprofit basis, regularly engages in whole or in part in the practice of assembling or evaluating consumer credit information or other information on consumers for the purpose of furnishing consumer reports to third parties, and which uses any means or facility of interstate commerce for the purpose of preparing or furnishing consumer reports. A list of consumer reporting agencies shall be compiled by the state attorney general and furnished upon request to any person or business required to make a notification under subdivision two of this section.

General Breach Notification Rule

Any person or business which conducts business in New York state, and which owns or licenses computerized data which includes private information must disclose any breach of the security of the system following discovery or notification of the breach in the security of the system to any resident of New York state whose private information was, or is reasonably believed to have been, acquired by a person without valid authorization. 

When Notifications Must Be Provided

The disclosure must be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the system. The notifications may be delayed if a law enforcement agency determines that such notification impedes a criminal investigation. The notifications must be made after such law enforcement agency determines that such notification does not compromise such investigation.

Any person or business which maintains computerized data which includes private information which such person or business does not own shall notify the owner or licensee of the information of any breach of the security of the system immediately following discovery, if the private information was, or is reasonably believed to have been, acquired by a person without valid authorization.

New York State Offices Requiring Notification

In addition to notifying New York residents, in the event that any New York residents are to be notified, the person or business must also notify the state attorney general, the consumer protection board, and the state office of cyber security and critical infrastructure coordination as to the timing, content and distribution of the notices and approximate number of affected persons. Such notice must be made without delaying notice to affected New York residents.

In the event that more than five thousand (5,000) New York residents are to be notified at one time, the person or business shall also notify consumer reporting agencies as to the timing, content and distribution of the notices and approximate number of affected persons. Such notice must be made without delaying notice to affected New York residents.

Methods of Notice 

Notice must be directly provided to the affected persons by one of the following methods:

a. written notice;

b. electronic notice, provided that the person to whom notice is required has expressly consented to receiving said notice in electronic form and a log of each such notification is kept by the person or business who notifies affected persons in such form; provided further, however, that in no case shall any person or business require a person to consent to accepting said notice in said form as a condition of establishing any business relationship or engaging in any transaction;

c. telephone notification provided that a log of each such notification is kept by the person or business who notifies affected persons; or

d. Substitute notice, if a business demonstrates to the state attorney general that the cost of providing notice would exceed two hundred fifty thousand dollars, or that the affected class of subject persons to be notified exceeds five hundred thousand, or such business does not have sufficient contact information. Substitute notice must consist of all of the following: (1) email notice when such business has an email address for the subject persons; (2) conspicuous posting of the notice on such business's web site page, if such business maintains one; and (3) notification to major statewide media.

Notice Contents

Regardless of the method by which notice is provided, such notice must include contact information for the person or business making the notification and a description of the categories of information that were, or are reasonably believed to have been, acquired by a person without valid authorization, including specification of which of the elements of personal information and private information were, or are reasonably believed to have been, so acquired.

Enforcement

Whenever the attorney general shall believe from evidence satisfactory to him that there is a violation of this law he or she may bring an action in the name and on behalf of the people of the state of New York to issue an injunction and to enjoin and restrain the continuation of any violations. 

A court may award damages for actual costs or losses incurred by a person entitled to notice, if notification was not provided to such person, including consequential financial losses. 

If a court determines that a person or business violated this article knowingly or recklessly, the court may impose a civil penalty of the greater of five thousand dollars ($5,000) or up to ten dollars ($10) per instance of failed notification- this latter amount cannot exceed one hundred fifty thousand ($150,000) dollars.

No action may be brought under this law unless such action is commenced within two (2) years immediately after the date of the act complained of or the date of discovery of such act.
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