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[INSERT PLAN NAME]
(Plan No.: [insert Plan Number]; EIN: [insert Employer Identification Number])
TRAINING CERTIFICATION 

I, 




  (print name), hereby certify that on the [insert day of the month] day of [insert month], [insert year], I completed the HIPAA Privacy and Security training given by the [insert Plan name] (“Plan”), and that I have read the Plan’s policies and procedures regarding the privacy of protected health information (“PHI”) and the confidentiality, integrity, and availability of electronic PHI (“ePHI”). In addition, I have received training in the Plan’s policies regarding PHI use, disclosure, storage, and destruction, and regarding the confidentiality, integrity, and availability of ePHI, all as required by HIPAA. I understand and acknowledge that I am responsible for following the Plan’s policies and procedures. I also understand that HIPAA may impose both civil and criminal penalties for the unauthorized use or disclosure of PHI.

Signature: 





Date: _______________________

Witness: 





Date: _______________________
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[INSERT PLAN NAME]
APPOINTMENT OF PERSONAL REPRESENTATIVE

Name and address of individual:

Phone:
(
) 


I hereby designate the following person as my personal representative (name and address):

Phone:
(
) 


Relationship to individual:

I hereby authorize the above named personal representative to act for me in receiving any protected health information (“PHI”) that may be provided to me as a participant or beneficiary of the Plan.

OR

I hereby authorize my personal representative to act for me in receiving the following PHI to conduct the following functions on my behalf:  

I understand that this appointment is subject to the Plan’s approval. If approved, this appointment will remain in effect unless revoked. I understand that I have the right to revoke this appointment at any time by submitting to the Plan, in writing, a statement indicating that intent.

Signature:

Date: 



Individual

Signature:

Date: 



Personal Representative
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[INSERT PLAN NAME]

AUTHORIZATION FORM

(For Use or Disclosure of Protected Health Information)

In order for the [insert Plan name] (“Plan”) to use or disclose Protected Health Information (“PHI”) to someone other than you, you must complete this Authorization Form and return it to the Plan’s Privacy Official, [insert Privacy Official’s name], [insert Plan mailing address, city, state and zip code], Tel. [insert telephone number]. 
In order for your medical information to be considered PHI, it must satisfy the following conditions: (a) your medical information must be “health information.” Health information is broadly defined in the applicable HIPAA regulations as meaning any oral or recorded information relating to your past, present, or future physical or mental health, the provision of health care for you, or the payment of health care for you; (b) your medical information must be “individually identifiable.”  Individually identifiable health information is broadly defined in the applicable HIPAA regulations as health information that identifies or reasonably can be used to identify you (we may de-identify your individually identifiable health information by removing specific identifiers including, but not limited to your name, Social Security number, and address); and (c) your medical information must be “created or received” by a covered entity (this Plan and your doctor are covered entities under the applicable HIPAA regulations). Individually identifiable health information that is created or received by a covered entity is protected.  

Except as permitted by law, the Plan may not use or disclose PHI to persons other than those you specify on this form. The Plan may request that you complete this form where the use or disclosure of information is necessary to carry out functions of the Plan. In addition, you may submit this form to the Plan because you want someone to request or receive your PHI from the Plan. This form is not needed if you are requesting your own PHI from the Plan. The Plan has a separate form for that type of request.

I,
 (please print name), a Participant in the [insert Plan name], authorize the use and disclosure of my PHI as described in this Authorization Form.

AUTHORIZED PERSONS OF THE PLAN TO USE AND DISCLOSE PHI

[Insert the names of the employees or the classes of employees under control of the Plan Sponsor who will be given access to PHI] who assist in the Plan’s administration are authorized persons to disclose PHI.

AUTHORIZED PERSONS TO RECEIVE AND USE PHI

The specific person(s) (or class of persons) listed below is an authorized person(s) (or class of persons) to receive and use PHI:

Name
Title

Organization

SPECIFIC AND MEANINGFUL DESCRIPTION OF THE INFORMATION TO BE DISCLOSED

For example, “Medical examination report and conclusions related to a fitness-for-work exam, or results of drug testing for employment-related purposes.”

PURPOSE OF THE USE OR DISCLOSURE

If you have initiated this Authorization, it is sufficient that you state “At the request of the Participant.”

VALIDITY OF AUTHORIZATION FORM

The Plan will provide a copy of this signed Authorization Form to you. This Authorization Form is valid until the earliest of: 

(a) 
 (please provide date or event);

(b) the date the Plan receives your Cancellation of Authorization Form; or

(c) one year from the date you sign this Authorization Form.

ACKNOWLEDGMENT & SIGNATURE

I understand that:

(a) I have the right to refuse to sign this Authorization Form and that the Plan may not condition Treatment, Payment, enrollment, or eligibility for benefits on whether I sign this Authorization Form except for limited circumstances;

(b) I have the right to revoke this Authorization Form at any time by submitting a Cancellation of Authorization Form to the Plan;

(c) the Cancellation of Authorization Form will take effect as of the cancellation date or event, or once the Plan receives the Cancellation of Authorization Form; and

(d) the specific person(s) or class of persons authorized to receive and use my PHI may not be required to treat this information as confidential.  

Signature:

Date: 



Individual

PERSONAL REPRESENTATIVE

If you are acting as the personal representative of the Participant whose PHI is to be disclosed and you sign this Authorization Form, you must provide proof of your authority to act for the Participant. You warrant that you have authority to sign this Authorization Form on the basis of:

Signature:

Date: 



Personal Representative
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[INSERT PLAN NAME]

PRIVACY & SECURITY INCIDENT REPORT FORM

Name and title of person preparing this report: 

Date of report: 

Name and title of person reporting the incident: 

Date and time of privacy/security incident: 

	Type of privacy/security incident (check the appropriate box):

	__  Unauthorized access 
	__  Network penetration/intrusion

	__  Unauthorized use or disclosure
	__  Misdirected email containing ePHI

	__  Unauthorized modification of data
	__  Improper equipment disposal

	__  Theft of equipment
	__  Log-in discrepancies

	__  Loss of equipment
	__  Backup failure

	__  Unattended workstation
	__  Data entry errors

	__  Software malfunction
	__  Other:

	__  System failure
	

	__  Malicious software (virus, Trojan  

        Horse, worm, etc.)
	

	Provide a brief description of the privacy/security incident including persons and equipment involved:



	Description of response:



	Summary (including outcome of response to privacy/security incident with description of mitigation of harm caused if applicable):

Risk assessment. An acquisition, access, use, or disclosure of PHI in a manner not permitted by the Privacy Rule is presumed to be a breach and must be reported unless the Covered Entity demonstrates that there is a low probability that the PHI has been compromised based on a risk assessment of at least the factors listed below. (Note: You MUST document your consideration of ALL of the factors listed below.)
Factor 1. Consider the nature and extent of the PHI involved, including the types of identifiers (and the likelihood of re-identification if the PHI is de-identified). (Consider whether the more sensitive financial information was involved, such as credit card numbers, social security numbers, or other information that increases the risk of identity theft or financial fraud. For clinical information, this may involve consideration of not only the nature of the services (mental health, STD, cosmetic surgery) but also the amount of detailed clinical information involved (diagnosis, medication, medical history, test results). 

Consider whether the PHI could be used in a manner adverse to the patient or to further the unauthorized recipient’s own interests. Describe the PHI involved, including identifiers and likelihood of re-identification (if the PHI is de-identified): ______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Consider whether PHI could be used in a manner adverse to the individual or to further the unauthorized person’s interests: ___________________________________________________ ______________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Factor 2. Consider the unauthorized person who used or received the PHI. (This factor must be considered if the PHI was impermissibly used within the Covered Entity as well as when the PHI is disclosed outside of the Covered Entity. Consider whether this person has legal obligations to protect the information - for example, is the person a covered entity required to comply with HIPAA, or a government employee or other person required to comply with other privacy laws? If so, there may be a lower probability that the PHI has been compromised. Also consider if the unauthorized person has the ability to re-identify the information.) 

Describe who used or received the PHI, whether they have legal obligation to protect the PHI, and whether they can re-identify the PHI (if the PHI is de-identified):___________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Factor 3. Consider whether the PHI was actually acquired or viewed. (If electronic PHI is involved, this may require a forensic analysis of the computer to determine if the information was accessed, viewed, acquired, transferred, or otherwise compromised.) Describe whether the PHI was actually acquired or viewed (attach report from a computer forensic analyst, if one was obtained):_____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Factor 4. Consider the extent to which the risk to the PHI has been mitigated — for example, as by obtaining the recipient’s satisfactory assurances that the PHI will not be further used or disclosed (through a confidentiality agreement or similar means) has been completely returned, or has been/will be destroyed. (The Covered Entity should consider the extent and efficacy of the mitigation when determining the probability that the PHI has been compromised. OCR notes that this factor, when considered in combination with the factor regarding the unauthorized recipient, may lead to different results in terms of the risk to PHI. For example, the Covered Entity may be able to obtain and rely on the assurances of an employee, affiliated entity, business associate, or another covered entity that the person destroyed the information. However, such assurances from other third parties may not be sufficient.) 

Describe risk mitigation steps taken:________________________________________________

____________________________________________________________________________________________________________________________________________________________

__________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Factor 5. Describe any other relevant factors (write “none” if appropriate): _________________

_________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Based on the foregoing factors, is there a low probability that the PHI has been compromised? ‰ 

□     Yes (there is a low probability), thus No breach reporting required under HIPAA. �

□    No (there is not a low probability; there is a higher probability) thus breach reporting is required

       under HIPAA.
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[INSERT PLAN NAME]

INDIVIDUAL COMPLAINT

Date of Incident: 


Name and address of individual making complaint:

Name of individual alleged to have violated the privacy rules and/or the Plan’s privacy policies and procedures:

Nature and substance of the complaint:

Signature:

Date: 



Individual

OR

Signature:

Date: 



Personal Representative
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 [INSERT PLAN NAME]

REPORT OF COMPLAINT INVESTIGATION

Date of Incident: 

Name and address of individual making complaint:

Name of individual alleged to have violated the privacy rules and/or the Plan’s privacy policies and procedures:

The Plan’s investigation regarding the alleged violation of the privacy rules and/or the Plan’s privacy policies and procedures has revealed the following:

Corrective measures taken and date of implementation: 

Signature:

Date: 



[insert Privacy Official’s name]

Privacy Official
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[INSERT PLAN NAME]

REPORT OF VIOLATION OF PRIVACY RULES

Date of violation: 

Name of individual who violated the privacy rules and/or the Plan’s privacy policies and procedures:

Violation of privacy rules and/or the Plan’s privacy policies and procedures: 
Signature:

Date: 



[insert Privacy Official’s name]

Privacy Official
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[INSERT PLAN NAME]

SANCTIONS FOR VIOLATIONS OF PRIVACY RULES

Date of violation: 


Name of individual who violated the privacy rules and/or the Plan’s privacy policies and procedures:

Sanction(s): 


Signature:

Date: 



[insert Privacy Official’s name]


Privacy Official
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[INSERT PLAN NAME]

DISCLOSURES OF PROTECTED HEALTH INFORMATION

INTERNAL LOG (EXAMPLE)

	DATE

DISCLOSURE WAS MADE
	NAME 

OF INDIVIDUAL 
	ENTITY TO WHICH PHI WAS DISCLOSED
	SUMMARY OF PHI DISCLOSED
	DATE

	5/1/2004
	John Doe
	ABC Company
	Blood test
	5/5/2004

	6/1/2004
	Jane Doe
	XYZ Company
	X-ray of wrist
	6/5/2004
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[INSERT PLAN NAME]

REQUEST TO INSPECT AND COPY

PROTECTED HEALTH INFORMATION

Name and address of individual:

I hereby request that I be allowed to inspect and copy the following protected health information:
Signature:

Date: 



Individual

OR

Signature:

Date: 



Personal Representative
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[INSERT PLAN NAME]

RESPONSE TO REQUEST TO INSPECT AND COPY

PROTECTED HEALTH INFORMATION

Name and address of individual:

Date of request to inspect and copy protected health information (“PHI”): 

___
Your request to inspect and copy your PHI has been granted. You may be charged reasonable copying expenses.

___
Your request to inspect and copy your PHI has been denied for the following reason(s):

___
The Plan has received your request to inspect and copy your PHI and a delay in action is necessary for the following reason(s): 

Expected date of action:

You have limited review rights under the applicable HIPAA regulations. Your denial may be reviewed if the grounds for the denial involve the following situations: (a) a licensed health care professional has determined that access to your PHI is reasonably likely to endanger the life or physical safety of you or another person; (b) your PHI makes reference to another person (who is not a health care professional) and a licensed health care professional has determined that the access requested is reasonably likely to cause substantial harm to such other person; or (c) your request for access is made by your personal representative and a licensed health care professional has determined that your personal representative’s access is reasonably likely to cause substantial harm to you or another person. In these situations, you have the right to have our denial reviewed by a licensed health care professional who we designate to act as a reviewing official and who did not participate in the original decision to deny your request. We will promptly refer your request for review to our reviewing official. The reviewing official will make a determination, within a reasonable period of time, whether or not to deny your request. We will then promptly provide you with written notice of the reviewing official’s decision.  

If you believe your privacy rights have been violated, you may file a complaint with the Plan or with the Secretary of HHS. To file a complaint with the Plan, contact the Plan’s Privacy Official, [insert Privacy Official’s name] at the address listed on the first page of the Plan’s privacy notice. All complaints must be submitted in writing. You can file a complaint with the U.S. Department of Health and Human Services Office of Civil Rights by sending a letter to 200 Independence Avenue, S.W., Washington, D.C. 20201, calling 877-696-6775 or by visiting www.hhs.gov/ocr/privacy/hipaa/complaints/. You will not be penalized or in any way retaliated against for filing a complaint.

Signature:

Date: 



[insert Privacy Official’s name]

Privacy Official
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 [INSERT PLAN NAME]

REQUEST TO CORRECT OR AMEND 

PROTECTED HEALTH INFORMATION

Name and address of individual: 

I hereby request the following corrections or amendments to my protected health information: 

Reason(s) for request:

Signature:

Date: 



Individual


OR

Signature:

Date: 



Personal Representative
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[INSERT PLAN NAME]

RESPONSE TO REQUEST TO CORRECT OR AMEND

PROTECTED HEALTH INFORMATION

Name and address of individual:

Date of request to correct or amend protected health information (“PHI”): 

___
Your request to correct or amend your PHI has been granted and the Plan will make an appropriate amendment to your records.

___
Your request to correct or amend has been denied for the following reason(s):

___
The Plan has received your request to amend or correct your PHI and a delay in action is necessary for the following reason(s): 

Expected date of action:

You have a right to submit a written statement disagreeing with our denial. If you choose not to submit a statement of disagreement, you may request, in writing, to the Privacy Official, that the Plan provide your request for amendment and the Plan's denial with any future disclosures of the PHI that is the subject of the request.

If you believe your privacy rights have been violated, you may file a complaint with the Plan or with the Secretary of HHS. To file a complaint with the Plan, contact the Plan’s Privacy Official, [insert Privacy Official’s name] at the address listed on the first page of the Plan’s privacy notice. All complaints must be submitted in writing. You can file a complaint with the U.S. Department of Health and Human Services Office of Civil Rights by sending a letter to 200 Independence Avenue, S.W., Washington, D.C. 20201, calling 877-696-6775 or by visiting www.hhs.gov/ocr/privacy/hipaa/complaints/. You will not be penalized or in any way retaliated against for filing a complaint.

Signature:

Date: 



[insert Privacy Official’s name]

Privacy Official
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[INSERT PLAN NAME]

STATEMENT DISAGREEING WITH DENIAL OF REQUEST TO CORRECT OR AMEND PROTECTED HEALTH INFORMATION
Name and address of individual:

I hereby disagree with the Plan’s denial dated 
 of my request 

to correct or amend my protected health information (“PHI”) dated 
:

OR

In lieu of my disagreement, I hereby request that the Plan provide my request to correct or amend and the Plan's denial with any future disclosures of the PHI that is the subject of the request.

Signature:

Date: 



Individual


OR

Signature:

Date: 



Personal Representative
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[INSERT PLAN NAME]

REBUTTAL TO STATEMENT DISAGREEING WITH DENIAL OF REQUEST TO CORRECT OR AMEND 

PROTECTED HEALTH INFORMATION

Name and address of individual:

We rebut your statement disagreeing with our denial of your request to correct or amend your protected health information for the following reason(s):

Signature:

Date: 



[insert Privacy Official’s name]

Privacy Official
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[INSERT PLAN NAME]

REQUEST FOR ACCOUNTING OF DISCLOSURES OF

PROTECTED HEALTH INFORMATION

Name and address of individual:

I hereby request an accounting of my protected health information (“PHI”) disclosures during the time period from 
 until 
.

Requested form of the accounting (on paper or electronically, etc.):

I understand that the accounting will not include disclosures for which an accounting is not required under the HIPAA privacy regulations and under the Plan's right to an accounting of disclosures of PHI policy. The Plan will provide an accounting once free-of-charge within a twelve month period. Thereafter, any additional requests for an accounting within the 12-month period will be subject to a reasonable cost-based fee.

Signature 

Date: 



Individual

OR

Signature:

Date: 



Personal Representative
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[INSERT PLAN NAME]

RESPONSE TO REQUEST FOR ACCOUNTING OF 

PROTECTED HEALTH INFORMATION

Name and address of individual:

Date of request for accounting of protected health information (“PHI”): 

___
Your request for an accounting of your PHI has been granted. 

___
Your request for an accounting of your PHI has been denied for the following reason(s):

___
The Plan has received your request for an accounting of your PHI and a delay in action is necessary for the following reason(s): 

Expected date of action:

If you believe your privacy rights have been violated, you may file a complaint with the Plan or with the Secretary of HHS. To file a complaint with the Plan, contact the Plan’s Privacy Official, [insert Privacy Official’s name] at the address listed on the first page of the Plan’s privacy notice. All complaints must be submitted in writing. You can file a complaint with the U.S. Department of Health and Human Services Office of Civil Rights by sending a letter to 200 Independence Avenue, S.W., Washington, D.C. 20201, calling 877-696-6775 or by visiting www.hhs.gov/ocr/privacy/hipaa/complaints/. You will not be penalized or in any way retaliated against for filing a complaint.

Signature:

Date: 



[insert Privacy Official’s name]

Privacy Official
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[INSERT PLAN NAME]

ACCOUNTING FOR DISCLOSURES OF PROTECTED HEALTH INFORMATION

Name and address of individual:

The following disclosures of your protected health information (“PHI”) have been made by the Plan: 

Date of the disclosure: 

Name and address of the party or entity that received the PHI: 

Description of the PHI disclosed: 
Purpose of the disclosure: 

For multiple similar disclosures, the frequency or number of disclosures and date of last disclosure:

Signature:

Date: 



[insert Privacy Official’s name]


Privacy Official
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[INSERT PLAN NAME]

REQUEST FOR RESTRICTION ON USE AND DISCLOSURE OF 

PROTECTED HEALTH INFORMATION

Name and address of individual:

I hereby request that the following protected health information (“PHI”) be restricted:

I hereby request that the use and disclosure of the above-described PHI be restricted in the following manner:

I hereby request that the above-described PHI not be disclosed to the following parties or entities:

I understand that if a restriction is not specifically listed above and agreed to in writing by the Plan, it will not be effective.

Signature:

Date: 



Individual


OR

Signature:

Date: 



Personal Representative
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[INSERT PLAN NAME]

RESPONSE TO REQUEST FOR RESTRICTION ON 

USE AND DISCLOSURE OF

PROTECTED HEALTH INFORMATION

Name and address of individual:

Date of request to restrict use and disclosure of protected health information (“PHI”): 
___
Your request to restrict use and disclosure of your PHI has been granted and the Plan will accommodate your request.

___
Your request to restrict use and disclosure of your PHI has been denied for the following reason(s):

If you believe your privacy rights have been violated, you may file a complaint with the Plan or with the Secretary of HHS. To file a complaint with the Plan, contact the Plan’s Privacy Official, [insert Privacy Official’s name] at the address listed on the first page of the Plan’s privacy notice. All complaints must be submitted in writing. You can file a complaint with the U.S. Department of Health and Human Services Office of Civil Rights by sending a letter to 200 Independence Avenue, S.W., Washington, D.C. 20201, calling 877-696-6775 or by visiting www.hhs.gov/ocr/privacy/hipaa/complaints/. You will not be penalized or in any way retaliated against for filing a complaint.

Signature:

Date: 



[insert Privacy Official’s name]

Privacy Official
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[INSERT PLAN NAME]

REQUEST OF CONFIDENTIAL COMMUNICATIONS OF

PROTECTED HEALTH INFORMATION

Name and address of individual:

I hereby request that the following protected health information (“PHI”) be communicated confidentially in the following means:

I hereby request that the following PHI be communicated confidentially at the following location:

By signing the below, I understand that the Plan may comply with my request only if I clearly state that use of the current method of disclosure of all or part of my PHI could endanger me.

Signature:

Date: 


Individual

Use of the current method of disclosure of all or part of my PHI could endanger me.

OR

Signature:

Date: 


Personal Representative


Use of the current method of disclosure of all or part of the individual’s PHI could endanger the individual.
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[INSERT PLAN NAME]

RESPONSE TO REQUEST OF CONFIDENTIAL COMMUNICATIONS OF 
PROTECTED HEALTH INFORMATION

Name and address of individual:

Date of request of confidential communications of protected health information (“PHI”): 
___
Your request of confidential communications of your PHI has been granted and the Plan will communicate with you according to that request.

___
Your request of confidential communications of your PHI has been denied for the following reason(s):

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

If you believe your privacy rights have been violated, you may file a complaint with the Plan or with the Secretary of HHS. To file a complaint with the Plan, contact the Plan’s Privacy Official, [insert Privacy Official’s name] at the address listed on the first page of the Plan’s privacy notice. All complaints must be submitted in writing. You can file a complaint with the U.S. Department of Health and Human Services Office of Civil Rights by sending a letter to 200 Independence Avenue, S.W., Washington, D.C. 20201, calling 877-696-6775 or by visiting www.hhs.gov/ocr/privacy/hipaa/complaints/. You will not be penalized or in any way retaliated against for filing a complaint.

Signature: 

Date: 



[insert Privacy Official’s name]

Privacy Official
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[INSERT PLAN NAME]

REQUEST FOR ACCESS TO PROTECTED HEALTH INFORMATION 
WITHOUT PRIOR AUTHORIZATION FROM INDIVIDUAL
Name of individual for whom protected health information (“PHI”) is requested:

Name and address of party requesting access to PHI:

I hereby request that I be permitted to inspect and copy the following PHI:

Reason for request of PHI:

We require that you enclose with your request: (a) a copy of all applicable documentation showing your identification; and (b) a copy of all applicable documentation showing your authority.

Signature:

Date: 


Party requesting access to PHI
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[INSERT PLAN NAME]

RESPONSE TO REQUEST FOR ACCESS TO PROTECTED HEALTH
INFORMATION WITHOUT PRIOR AUTHORIZATION FROM INDIVIDUAL
Name of individual for whom protected health information (“PHI”) is requested:

Name and address of party requesting access to PHI:

___
Your request, dated 
for PHI for the above named individual is granted. Please see attached documentation.
___
Your request, dated 
 for PHI for the above named individual is denied for the following reason(s):

Signature:

Date: 



[insert Privacy Official’s name]

Privacy Official
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